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Abstract 

Mainframe modernization challenges organizations to balance the reliability, in addition to the capacity to 

process transactions with legacy applications, along with the agility and innovation that the cloud enables. 

Challenges exist. One must assess the existing application portfolio. One must select from various 

migration strategies, such as rehosting versus complete refactoring. One must manage the difficulties of 

migrating data from legacy to modern data models. Another reason is a security component, as 

organizations are transitioning to defence-in-depth to address the larger attack surface posed by APIs and 

integration with the cloud, as well as the need to comply with applicable regulations. Finally, the 

organizational aspect of modernization can be addressed by ensuring knowledge transfer when retiring 

employees and adopting agile ways of working, and change management and capability development. 

Those modernization programs that focus on technology excellence and alignment to corporate strategy by 

leveraging AI-based automation, a hybrid cloud architecture, and cross-functional team structures 

experience measurable business value beyond implementation by achieving improved operational 

efficiency and differentiation via optimised technology capabilities that improve their organization's 

services. 
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1. Introduction 

Mainframe modernization is a key IT strategy for creating the digital enterprise because many businesses have their 

mission-critical workloads on mainframes, such as transaction processing at massive scale, regulatory compliance, and 

other data-intensive processes that cut across many parts of the enterprise. Mainframe evolution, as exemplified by IBM 

z16, has included on-chip AI accelerators that speed up certain workloads with up to 300x faster inference in comparison 

with earlier generations, but still meet the same historical high levels of reliability, availability, and serviceability for 

billions of daily transactions in the banking, insurance, and government sectors [1]. However, mainframes are sometimes 

targeted for criticism, including high operational costs, declining availability of skilled professionals to operate them, and 

a lack of compatibility with cloud-native architectures. Beyond technical reasons, business drivers for transformation 

may be to reduce the cost of operations whilst broadening the organization's digital capability and accelerating the pace 

of innovation cycles [2]. 

On a functional level, benefits can usually be observed in the velocity of product delivery, cross-platform integration, and 

data and analytics (data-driven decision making). Further benefits are in operational agility with less time to deploy 

applications and an increase in operational reliability metrics. These benefits are typically associated with modernization 

initiatives. AWS has created AI-based transformation agents that use machine learning models built against many legacy 

applications to automate some of the code review, dependency mapping, and code refactoring recommendations that are 

large bottlenecks in many mainframe modernization initiatives [2]. When planned with care in the organizational context, 

modernization efforts can turn the disadvantages of legacy applications into market advantages. They can also ensure 

organizations continue to benefit from the reliability and security in mainframe-like environments while they develop the 

potential for flexibility and scalability within a modern systems architecture. 

Aspect IBM z16 Platform AWS Transform AI Agents 

Primary Innovation Integrated on-chip AI accelerators Machine learning-based code analysis 

Performance 

Enhancement 
Inference acceleration for AI workloads Automated dependency mapping 
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Security Features Quantum-safe cryptography Code refactoring recommendations 

Transaction Processing Billions of daily transactions Legacy code repository training 

Modernization Support Maintained reliability standards Workflow automation capabilities 

Integration Approach Banking and government sectors Bottleneck resolution in transformation 

Table 1: IBM z16 Platform Capabilities and AWS AI-Powered Modernization Features [1,2] 

2. Assessment Methodologies and Strategic Planning 

Understanding the existing mainframe portfolio is paramount for the success of any modernization program, and the 

assessment phase should take into account the entire environment: applications, data flows, third-party product 

integrations, and business process dependencies. Application rationalization uses structured processes and applied 

methodologies to assess the application portfolio for overlaps and advise on next steps. By classifying applications across 

a number of business value and technical quality dimensions, organizations can identify applications that could be 

candidates for retirement, consolidation, or transformation. Rationalization dimension categories typically include 

functional fit, technical quality, operation and support costs, and planned alignment, resulting in an overall portfolio view 

that can help prioritize modernization initiatives [3]. Organizations with well-defined assessment processes can produce 

inventories of their mainframe environments, including programming languages, lines of code per application, 

transaction volumes, data dependencies, and external integration points. 

Managing the complexity of mainframe assessment projects can be helped by using automated discovery tools, which 

use static code analysis, application runtime monitoring, and dependency mapping techniques to reverse-engineer 

application architecture and relationships that are not available in the existing technical documentation. Modern 

mainframe modernization processes stress the importance of understanding both the architecture and the business logic 

built into the systems that have developed organically over time, much of which is not documented in anything other than 

the code itself [4]. During this phase of assessment, application development, infrastructure operations, business process 

owners, and compliance functions typically collaborate. The business priorities, instead of technology considerations, 

drive this cross-functional approach to ensure the modernization strategy. People spending the right amount of time 

assessing their landscape will have a clearer picture of the project scope, more realistic estimates of effort needed, better 

risk analysis, and will avoid scope creep and budget overruns. That then informs architectural decisions on which 

applications to fully refactor, which can be replatformed with minimal investment, and which can remain running on the 

current platform. 

In addition to technical capabilities, application portfolio assessment may also include considerations of application 

support for revenue generation, regulatory compliance, customer experience, and operational efficiency. Application 

scoring methodologies can be developed to weight evaluation criteria according to the organization's business priorities 

and create scores that help decision-makers prioritise applications for resource allocation. Mapping business capabilities 

links applications to specific business capabilities, helping identify functionality duplicated across applications and 

identify which gaps in the capability map lack an application providing the business service. Tracking progress against 

business capabilities helps ensure that modernization efforts stay aligned with business strategy rather than technology 

for technology's sake during the process. Risk assessment identifies applications in which application failure, security 

breach, or compliance violation has an important impact. Business-critical applications and those storing sensitive 

information are prioritized for modernization to reduce operational and regulatory risks, versus the total cost of 

ownership of maintaining applications. A justification for modernization scenarios becomes clear when these scenarios 

provide overall economic benefits, such as decreases in licensing and hardware costs, operational and programmatic 

costs, increases in capability and productivity, and revenue opportunities [3]. 

Dimension Application Rationalization Modernization Strategies 

Evaluation Criteria Business value and technical quality Business criticality assessment 

Portfolio Actions Retirement, consolidation, transformation Multiple pathway selection 

Analysis Factors Functional fit and strategic alignment Technical debt evaluation 
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Decision Framework Operational cost considerations Integration complexity analysis 

Implementation Options Redundancy identification 
Rehosting, replatforming, 

refactoring 

Documentation 

Requirements 
Comprehensive inventory development Business logic preservation 

Stakeholder Engagement Cross-functional perspectives Risk profile determination 

Table 2: Application Assessment and Modernization Approach Framework [3,4] 

3. Architectural Design and Migration Strategy 

Having performed a full assessment, organizations then create a thorough modernization roadmap based on target state 

architectures that implement modern cloud-native design patterns. Mainframe modernization can follow a variety of 

models, each with pros and cons. Rehosting approaches, also referred to as "lift and shift" approaches, transfer 

applications to more contemporary infrastructure with minimal or no code change. While the application logic remains 

the same, infrastructure changes allow for more flexibility and cost savings. Replatforming strategies involve running 

existing code on newer infrastructure with the help of emulation or compilation capabilities to eventually retire legacy 

hardware. Refactoring strategies involve reshaping code at a structural level, such as migrating to microservices, to ease 

agility and cloud-native capabilities. Application replacement may include replacing the legacy application with either 

commercial off-the-shelf software (COTS) or a custom-built application. A hybrid approach is also common, involving 

different strategies being used for different parts of the system based upon business criticality and feasibility [4]. These 

paths are prioritised based on the business, technical debt, integration complexity, and operational risk of each 

application to be integrated. 

Execution of a migration needs planning to ensure the continuous operation of business processes during the migration to 

the target architecture. Organizations that migrate legacy mainframes nowadays often use phased migration approaches 

to avoid business disruption. All major cloud platforms have offerings or partnerships to ease migration, making the 

cloud a popular choice for migration. For IBM's partnership with Azure, it follows the trend of a hybrid cloud approach, 

with the mainframe continuing to co-exist with the cloud networks with integrated networking, centralized identity 

management, and unified management monitoring software, allowing the selective modernization of components while 

re-using existing investment in reliable mainframe capabilities. Parallel running strategies allow the operation of both 

legacy and modernized environments while migrating; in case of issues, it is possible to roll back to the legacy 

environment if required. Data synchronization systems can keep both environments in sync. Automated testing to verify 

that the migrated application produces the same output for the same input can be part of a migration. Non-functional 

requirements, including performance, compliance, security, and disaster recovery, must also be included as part of the 

migration plan. When migrating to modernized environments, organizations must be sure that the new environment will 

provide reliability levels similar to those provided by its predecessors; successful migrations determine success criteria 

ahead of the migration project, track events during cutover, and have a fast reaction capability when something goes 

wrong. 

Component IBM-Azure Integration Data Migration Planning 

Architecture Model Hybrid cloud coexistence Extract-transform-load workflows 

Integration Features Shared identity management Data profiling activities 

Operational Continuity Unified monitoring platforms Volume analysis requirements 

Migration Approach Phased incremental transitions Format conversion processes 

System Validation Automated testing frameworks Validation check implementation 

Fallback Mechanisms Parallel running strategies Dependency mapping 

Infrastructure Planning Selective modernization capability Production load simulation 

Table 3: Hybrid Cloud Architecture and Migration Execution Strategies [5,6] 
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4. Data Migration, Security, and Compliance 

Mainframe data migration is complicated by the important architectural differences between the "traditional" mainframe 

data architecture and the modern, mostly relational or NoSQL data architectures. Compared to the typical relational 

architecture, mainframe data is often stored in hierarchical databases, indexed sequential files, and virtual storage access 

method datasets, with data models and access patterns that differ considerably. The organization should develop a 

'transformation pipeline' for the migration. A transformation pipeline is a plan for mapping the legacy data structure into 

the target schema while preserving semantics, referential integrity, and histories. In particular, best practices for 

mainframe migration stress the importance of careful data profiling, data volume analysis (to ensure good sizing of the 

target), and of mapping the dependencies of mainframe data sources. Typically, such organizations employ extract-

transform-load workflows that read from the mainframe source and subsequently perform transformations that include 

format and data cleansing, followed by loading the results into the target systems. These processes are typically 

validated by checking the completeness and correctness of the data migration. Testing should simulate production data 

volume and access patterns to verify that the performance and operational requirements, such as queries, transactions, 

and concurrent access, are met. 

Security architectures in modernized mainframe environments must account for a different threat landscape than 

customary mainframe security architectures. The IBM z16 implements quantum-safe cryptography capabilities in 

anticipation of increased capabilities in quantum computing that threaten encryption algorithms. It continues to support 

full encryption in flight and at rest, protecting sensitive data at all times. [1] With the introduction of API endpoints, 

cloud interfaces, and distributed processing, newer architectures have a wider range of attack vectors compared to the 

isolation employed by customary mainframe computing stacks. Common methods of countering these include defence-

in-depth and security technologies such as network segmentation, identity and access management, encryption, intrusion 

detection, and security information and event management. The official guidance of NIST for Cybersecurity Frameworks 

describes risk-based approaches for identifying assets, threats, vulnerabilities, and safeguards. Frameworks can provide a 

structured approach to security design through the activities of asset management, threat assessment, control selection, 

continuous monitoring, test and evaluation, and incident response, as shown in the diagram [7]. Depending on 

compliance requirements, mainframes may also be required to protect sensitive data that is subject to privacy, financial 

reporting, or healthcare confidentiality regulations, and to keep an audit trail showing data lineage from data sources into 

target systems. Other compliance measures may include preventing unauthorized access to or modification of data, and 

providing auditing and certification information. 

5. Organizational Change Management and Capability Development 

Technical restructuring requirements will impact the structure, group dynamics, and culture of the implementing 

organization. It is therefore necessary to apply the principles of change management to the human aspects of 

modernization. This issue is compounded in mainframe environments by the retirement of the existing workforce without 

a sufficient inflow of new hires to acquire and retain the operational and technical know-how. Organizations need to 

design their talent management processes to retain institutional knowledge from existing mainframe staff, while building 

capability in new cloud, container, DevOps, and modern programming languages skills. Mainframe modernization is 

essentially about moving legacy systems to a more modern architecture, aligned with the organization's calculated 

directions. This typically involves a culture change towards agile iterative development, continuous integration and 

deployment, and collaborative development disciplines that differ from mainframe development cultures [8]. Progressive 

reskilling consists of teaching mainframe developers to apply their business logic and architecture knowledge to modern 

platforms while learning new technologies and expanding their skillset in building modern systems. 

Cross-functional teams are seen as essential to the success of modernization efforts, providing diversity of thought in 

legacy systems, new architectures, business domains, and organizational change management. Modernization teams 

ideally develop capabilities to deal with the challenges of running a legacy system while preparing a replacement system 

and implementing a transformation. This may require advanced program management and stakeholder management. 

Apart from the technical implementation of new technology platforms, a key driver of successful digital transformation is 

the organizational capability for digital transformation, which includes, among other things, the active commitment of 

leadership, a clear planned alignment, an appropriate incentive structure, and a long-term investment in building the 

capability for digital transformation. In the literature on the outcomes of digital transformation, the building of 

capabilities is considered a success factor [9]. An organization trying to modernize as a technical project or that is not 
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ready to invest in the organizational changes to support modernization will carry cultural, skills, and behavioral gaps 

through to the applied implementation of successful technical solutions. Modernization change management strategies 

include communication, selling the modernization business case, proactive involvement of affected staff in planning and 

decision-making, allocation of time and encouragement for skills-building, and crediting staff. Innovation labs and pilots 

allow teams to test and prototype new technologies and services to build capabilities and confidence, and identify issues 

before implementing in the live environment. 

Transformation Dimension 
Mainframe Modernization 

Requirements 

Digital Transformation Success 

Factors 

Cultural Adaptation Agile methodology adoption Leadership commitment 

Capability Development Cloud platform expertise Systematic skill building 

Knowledge Management Institutional knowledge preservation Clear strategic vision 

Technical Skills DevOps practice implementation Capability building emphasis 

Team Structure Cross-functional collaboration Aligned incentive structures 

Innovation Support Pilot project environments Sustained capability investment 

Change Management Structured reskilling programs Organizational routine development 

Table 5: Organisational Transformation and Digital Success Factors [8,9] 

Conclusion 

Mainframe modernisation is the transformation of organisations from legacy mainframe systems to hybrid cloud, 

microservices, and modern data management systems. It is not merely the replacement of hardware and software 

technology that is customarily defined as modernisation, but rather a more holistic transformation of technology, process, 

and culture. It requires organizations to make decisions about business risk, technical feasibility, cost, and organizational 

readiness. The most successful transformation initiatives assess application portfolios and data architectures, choose 

migration pathways appropriate to their specific business contexts, and deliver operational environments that preserve the 

dependability characteristics of mainframe platforms alongside the flexibility and innovation demanded by challengers in 

today's competitive marketplace. Security and compliance regimes should develop in tandem to meet evolving threat 

profiles very different from those that may have existed in customary mainframe environments, while providing the same 

regulatory accord to industries subject to wide-ranging data protection and/or financial reporting regimes. Human factors 

are as important as technical matters. This includes workforce preparation and training, knowledge retention, culture 

change, and stakeholder management. The most durable modernization initiatives are calculated and not only 

technology-focused but deal holistically with the interdependent system of technology, organizational capability, 

leadership commitment, and a compelling vision. Digital transformation should never be seen as a finite project but as 

one that requires constant measurement, iteration, and investment to prepare an organisation for maximising newly 

modernised technology platforms to sustain a competitive advantage over time through improved operational 

efficiencies, innovation cycles, digital capabilities, and alignment of technology investments with business strategy. 
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