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Abstract: Following the emergence of the COVID-19 pandemic, electronic voting has gradually 

become an inseparable part of people's lives. However, it has also raised a series of severe privacy 

and trust challenges. The immutable and publicly transparent characteristics of blockchain are a 

perfect fit for the development of electronic voting systems, effectively eliminating voters' 

concerns about ballot tampering.At the same time, zero-knowledge proofs enable the prover to 

show they possess certain information to the verifier, without disclosing the actual details. It is 

important to note that with the rapid development of quantum technology, traditional 

cryptographic schemes face unprecedented security threats. To address this challenge, We present 

a quantum-resistant blockchain solution for electronic voting, incorporating zero-knowledge 

proofs. Compared to conventional elliptic curve-based zero-knowledge proof schemes, our 

proposed solution is based on RLWE, ensuring voter privacy, and uses BFV fully homomorphic 

encryption technology to implement a blockchain-based electronic voting protocol, ensuring the 

system’s high availability, security, and anonymous voting. Security analysis and performance 

testing, along with comparisons to existing similar solutions, show that our scheme has 

advantages in terms of security and robustness, making it highly practical. 

Keywords: Quantum-resistant; Blockchain; Zero-Knowledge Proofs; Homomorphic Encryption; 

Electronic Voting 

Introduction 

Due to the rapid advancements in information technology and the fast-paced digitalization, traditional 

voting methods are gradually transitioning to electronic voting. As early as 1981, Chaum [1] first introduced the 

concept of electronic voting technology. Its purpose is to utilize electronic technology for elections or voting, 

aiming to improve the productiveness, accuracy, and accessibility of voting. Compared to traditional voting 

methods, electronic voting offers a fast, reliable, and secure voting platform, which can significantly increase 

voter participation and satisfaction. At the same time, it supports remote voting, allowing voters with physical 

limitations or those in remote geographic locations to easily participate, enhancing the inclusivity of elections. 

Additionally, by implementing electronic voting, human errors are significantly reduced, leading to improved 
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accuracy and faster vote counting. The application of electronic technology inevitably brings a series of security 

and privacy protection challenges [2]. 

In recent years, to protect voter privacy and ensure vote confidentiality and the verifiability of election 

results, online voting systems utilize cryptographic schemes like hybrid network encryption, blind signatures, 

ring signatures, and homomorphic encryption. Despite these premunitions, the security of online election 

systems remains a significant concern. In 2018, on the eve of Mexico's elections, a database without password 

protection was exposed online, containing the registration information of 93 million Mexican voters. These data 

breaches have sparked widespread public concern and alarm, serving as a wake-up call for researchers in 

various related fields. 

Security challenges in online election systems not only include data security and system tamper-resistance 

but also extend to protecting voter privacy and preventing potential cyberattacks. Therefore, it is essential to 

develop one not only secure but also reliable electronic voting system, which must integrate effective security 

protocols and privacy protection technologies within its design. 

Among the new security measures and privacy protection technologies, blockchain technology stands out 

as a distributed ledger system [4]. It allows data to be recorded in a decentralized and immutable database, 

where the data structure consists of a series of blocks arranged in chronological order. Each block will be linked 

to its predecessor, forming chains of blocks. This structure ensures data permanence and transparency, while 

protecting it from tampering or forgery. Since each block is validated through a consensus algorithm of network 

nodes before being added to the chain, once data is written to the blockchain, it is almost impossible to alter. 

This makes it nearly impossible to alter ballots. 

While blockchain greatly improves the safety and transparency of electronic voting scheme, traditional 

techniques like RSA or ECC still depend on mathematical problems. The emergence of quantum computational 

capabilities poses significant threats to conventional cryptographic frameworks, particularly in their 

vulnerability to quantum-based cryptanalytic approaches [5]. The advancement of quantum computational 

capabilities renders conventional cryptographic schemes increasingly vulnerable to quantum cryptanalysis. 

Notably, Shor's algorithm [6], offering polynomial-time solutions to foundational mathematical problems, 

jeopardizes the security of cryptographic infrastructures dependent on these computational assumptions. In light 

of this, adopting quantum-resistant encryption technology has become essential to safeguarding the long-term 

security of electronic voting systems. Quantum-resistant cryptographic techniques, such as lattice-based 

encryption, hash-based encryption, and multivariate polynomial encryption, offer viable solutions, not only 

resist quantum computing attacks but also retain the high efficiency and relatively low computational 

complexity of traditional cryptography. These technologies provide a solid security foundation for electronic 

voting systems without compromising system performance, ensuring that even in the face of potential threats 

from quantum computers, voter data and vote results remain immutable and fully private, thereby strongly 

safeguarding the fairness and reliability of the electronic voting system. 

Therefore, our research will focus on how to effectively integrate quantum-resistant encryption 

technologies into existing electronic voting systems to address the security challenges posed by future 

technological developments. By comparing and analyzing the performance and security of existing 
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cryptographic schemes and quantum-resistant encryption schemes in the application of electronic voting, the 

goal is to propose a practical and efficient solution to enhance the resilience of electronic voting systems in the 

face of quantum computing threats. 

Contribution: This research makes three key contributions: 

(1) Architectural Innovation: We design a RLWE-based quantum-resistant voting system utilizing 

blockchain smart contracts, guaranteeing post-quantum security through lattice cryptography primitives; 

(2) Privacy Preservation: A non-interactive zero-knowledge proof (NIZK) authentication protocol achieves 

single-round identity verification without exposure, while BFV fully homomorphic encryption ensures 

end-to-end confidentiality of voting data;  

(3) Protocol Optimization: By developing modulus alignment techniques and error control strategies, we 

reconcile algebraic structures between RLWE authentication and BFV encryption. Experimental 

evaluations validate the high practicability of our solution. 

2. Related Work 

This section will review the existing research focused on developing a secure electronic voting system. 

Table  

Table 1 provides an overview of the latest electronic voting protocols. 

 

Table 1 The summary of the recent e-voting protocols. 

Article Year Implementation  Advantages Disadvantages 

A Blockchain-based, 

Anonymous, Robust,and 

Scalable Ranked-choice 

Voting Protocol[7] 

 

2023 

Use a ZKP to 

authenticate that the 

submitted score is 

within a range publicly 

defined in advance 

Support rating 

voting 

Can only be applied 

to small and 

medium-sized voting 

Privacy-Preserving 

E-Voting System Supporting 

Score Voting  

Using Blockchain [12] 

2022 

Developed libraries for 

several RS voting 

algorithms, integrated 

Merkle trees for voter 

registration, and used 

semaphores for 

zkSNARK 

implementation 

Support multiple 

types of ranking 

selection(RS) 

through e-voting 

The Ranked selection 

and Merkle tree 

structure algorithms 

are inefficient. 

Tornado Vote: Anonymous 

Blockchain-based Voting[9] 
2023 

Anonymous provider, 

Merkle tree structure, 

ERC-20 token, ZKP 

verification 

Adjusted the 

comprehensive 

mixed protocol 

tornado cash to 

The remaining 

capacity model 

ignores transaction 

costs, leading to a 
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separate voters' 

wallets from their 

votes 

surge in transaction 

costs 

An effcient and versatile 

e-voting scheme on 

blockchain[10] 

2024 

Blind signature 

aggregation, 

zero-knowledge proofs, 

and threshold encryption 

techniques for 

enhancing smart 

contracts 

Once voters obtain 

one-time identity 

authentication from 

the smart contract, 

they can vote 

multiple times until 

their identity is 

revoked 

The verification cost 

is variable and may 

not be ideal for 

large-scale voting 

scenarios 

Post-quantum Online Voting 

Scheme[11] 
2021 

Lattice-based, Threshold  

Version of Blind 

Signature 

Support 

multi-candidates and 

complex ballots 

structure  

Unable to achieve 

Correctness, 

Verifiability, 

Anonymity as using 

Mix-net 

Blockchain Based e-voting.Since the seminal publication of Bitcoin's whitepaper by the pseudonymous 

Satoshi Nakamoto in 2008[4], distributed ledger technology has emerged as a transformative paradigm in secure 

decentralized systems. It is a decentralized distributed ledger system that ensures data immutability, traceability, 

and programmability by chaining blocks of data in chronological order, utilizing cryptographic methods, 

consensus protocols, and smart contracts. This technology enables information verification and transmission 

between mutually distrustful parties without the need for a centralized authorization authority. The distributed 

and public nature of blockchain not only guarantees transparent recording of all voting activities and results but 

also allows all authorized participants to review and verify the voting process and outcomes, thereby increasing 

system transparency and enhancing voter trust in the election process. Moreover, blockchain uses advanced 

techniques to hold back unauthorized access to data and can be designed to support anonymous voting, 

protecting voter privacy while ensuring the immutability of vote records. 

Although blockchain technology was initially used primarily for cryptocurrencies, the widespread 

application of smart contracts has driven its expansion into various use cases. These blockchain-based 

applications are referred to as decentralized applications (DApps). Each blockchain node runs a smart contract, 

which contains business rules and logic, to maintain and update its local copy depending on the results.Since 

smart contracts are stored on the blockchain, blockchain eliminates the reliance on trusted third parties, thus 

strengthening its decentralized nature. 

In 2015, Chan et al. [9] first proposed a blockchain-based electronic voting solution that utilized Bitcoin's 

reward and penalty mechanisms to achieve voting transparency and openness. However, due to the reliance on 

Bitcoin’s implementation and the limitations of its consensus mechanism, this solution has not been widely 

adopted in practical applications, and it suffers from low vote counting efficiency and high complexity. 

Additionally, the solution has shortcomings in ensuring the security of voting results.Lee et al. [12] enhanced 
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Chan's solution by introducing a trusted third party, aiming to guarantee the security of the voting process.  

McCorry [13] proposed an automated voting solution based on Ethereum, which implements automatic vote 

counting on the blockchain through smart contracts and protects voter privacy using ring signatures. However, 

this solution is limited to scenarios where voters choose between two candidates.The scheme in [8] enables 

ranked-choice voting on the blockchain network, ensuring security and privacy in a way similar to other current 

research, utilizing a signal tool for Zk-SNARKS implementation, and employing Merkle trees for voter 

registration. Scheme [7] builds on these foundations and proposes an electronic voting solution that supports 

score voting. 

Zk Based e-voting.In addition, to prevent invalid ballots from disrupting the voting system, implementing 

vote validity verification becomes necessary, and zero-knowledge proof technology provides effective technical 

support for this. Unlike traditional digital signatures that rely on non-repudiation, zero-knowledge proofs do not 

directly depend on non-repudiation, but they provide a higher level of privacy protection.A zero-knowledge 

proof is a cryptographic method that confirms the validity of a statement while keeping any specific details 

about it confidential. Zero-knowledge proof protocols enable the verification of ballot correctness in e-voting 

systems while maintaining strict voter anonymity and ensuring the secrecy of electoral selections.In 2008, 

Camenisch et al. [14] introduced the set membership determination problem and constructed the first 

Zero-Knowledge Set Membership Proof (ZSMPP) protocol under the Strong Diffie-Hellman (SDH) assumption 

in a bilinear group. Subsequently, Morais et al. [15] optimized the proof stage of [14]'s protocol using a digital 

signature scheme [16], significantly reducing the computational overhead to a constant level. Recently, Yin et al. 

[17] constructed a zero-knowledge proof protocol based on an aggregation function that supports both 

"belonging to" and "not belonging to" relationships, with its security also relying on the SDH assumption. 

Robert[18] combined Tornado Cash with non-interactive succinct zero-knowledge proofs (zk-SNARKs) to 

verify the hash values of voters. Meanwhile, Wang et al. [10] integrated Bulletproof technology with threshold 

encryption, significantly enhancing the fairness of voting. 

Lattices Based e-voting.Quantum computing advancements expose vulnerabilities in classical security 

schemes when facing quantum threats [5]. Post-quantum cryptography's integration into electronic voting 

systems is a growing research focus, but its application remains in the early stages.Lattice-based fully 

homomorphic encryption is a key technology for constructing post-quantum systems.Kim [11] combines lattice 

cryptography and blind signature technology to achieve a voting system supporting multiple candidates, but its 

voting structure is too complex to lead to poor practicability. Ronne[19] proposes a homomorphic encryption 

scheme that can be executed in linear time to enhance the ability to counter quantum attacks, but the scheme 

lacks formal security proof against conventional attacks. Naidu et al.[20] have developed a new electronic 

voting system that combines blockchain technology with homomorphic encryption, focusing primarily on the 

encryption of voter information rather than the ballot information. The benefit of this system is its ability to 

perform statistical analysis of the voting results while maintaining voter privacy. However, This method can not 

achieve the whole process of quantum resistance, does not make full use of the potential of homomorphic 

encryption, our scheme protects both voter information and ballot information. 

3. Preliminaries 

In this section,we provides an overview of the relevant techniques and cryptographic primitives employed 

in this paper. The main symbols of our scheme in this scheme are shown in Table  

Table 2. 

 

Table 2 Notation 

Notation Definition 

n  security parameter, it’s a power of 2 
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q  a positive integer 

],1[, niCi   candidate 

EI Electoral institutions 

ASk  Secret information 

),( BB SkPk  Public and private key pairs of EI 

),( CC SkPk  Public and private key pairs of Voters 

  Proof 

),( DD SkPk  Public and private key pairs of BFV 


 Signal function 

a ,
 

Discrete Gaussian distribution 

21, HH
 

Hash function 

ct
 

Encrypted voting 

()2mod
 

mod2 denoising function 

 

3.1 Non-interactive zero-knowledge proof 

Definition 1. A non-interactive zero-knowledge proof (NIZKP) is a variant of zero-knowledge proof where the 

proof process does not require multiple interactions with the verifier. Instead, the prover generates a proof 

certificate and sends it to the verifier, who can verify its validity. This non-interactive feature makes NIZKP 

more efficient and convenient in practical applications, especially for scenarios where public certification is 

required, such as transaction verification in the blockchain. To function properly, the non-interactive 

zero-knowledge proof protocol requires three essential properties: Completeness, Soundness, and 

Zero-Knowledge. 

Completeness. If the statement holds true, the honest verifier will trust the fact based on the honest prover's 

claim. Integrity ensures that the verifier can correctly verify and accept the certificate when the witness does 

have the declared knowledge (such as the secret key in cryptography) and follows the protocol steps. This 

feature ensures that the system does not incorrectly reject legitimate proofs under normal circumstances.This 

means that for Lx ,the fruit proof has a secret value s ,so there is： 

 
)(1]1),(:),(Pr[  neglxVsxP −=  (1) 

Soundness. If the statement holds true, no one of the provers as an adversary can convince the honest verifier 

that it is true, unless the probability is negligible. This means that ideally only true statements can pass 

verification, while forged statements are almost impossible to pass, for Lx ,If the witness has no secret 

value s ,then： 

 
)(]1),(:)(Pr[  neglxVxP =  (2) 

Zero-knowledge. If this assertion holds, the verifier remains unaware of the secret, yet the assertion itself is 

valid. In other words, there exists a simulator operating in polynomial time such that, for Lx  and the 

corresponding secret value s , the following two distributions cannot be distinguished computationally: 
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)(|]Pr[]Pr[| neglExpExp simZKrealZK − −−  (3) 

Non-interactive.The provfier only conducts one round of communication with the verifier in the proof stage, 

and in our scheme represents the voters only one round of communication with the blockchain. 

3.2 Ring learning with error 

The RLWE assumption used in this paper is based on the classical hard problem on lattices defined by 

Regev [21]. 

Definition 2. Discrete Gaussian distribution: the central point of the distribution for 
nZx ,0  is 

specified by c . Furthermore, the n-dimensional discrete Gaussian distribution is characterized by 

2

2||||

, )
1

()( 







cx

n

c ex

−−

= . Mathematically, the discrete Gaussian distribution can be formally defined as: 

)(

)(

,

,

,,
L

x
D

c

c

cL









= . 

Lemma 1. Set )1/(][ += nxxZR ,for any Rba , ,we have |||||||||||| banba 
 

and 

  |||||||||||| baba . 

Lemma 2. For any ))log(( n  ,then we have
n

Dx
nx

cL

−


 2]||[||Pr

,,




 

Definition 3. RLWE difficult problem[22]:set Zn  is of a power of 2, q is a positive integer,The 

discrete Gaussian distribution on the qR is given by  .For polynomial rings,a uniformly selected element s  

in the qR , qRa .Set
,sA is the distribution of the pair qq RReasa + )2,( ,and e is independent 

of a .In the distribution qq RR  ,
,sA is indistinguishable in polynomial algorithm time. 

Assumption 1.[22]The safety of our protocol relies on the RLWE assumption that,which is defined as

),( iii esaa + ，inside ia is random number on qR , ies, are small, indistinguishable polynomials. 

3.3 BFV full homomorphic encryption 

In 2012, Brakerski and colleagues adapted the fully homomorphic encryption scheme originally based on 

the LWE problem to one based on the RLWE problem, thereby yielding the BFV fully homomorphic encryption 

algorithm. This algorithm is constructed over a polynomial ring 1)/(][ += NxxZR . In our proposed system, 

the BFV algorithm is utilized for ballot addition, encryption, and counting. The scheme comprises six core 
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algorithms: private key generation, public key generation, re-linearization key generation, encryption, 

decryption, and homomorphic addition. 

Private key generation:random selection s , s is a polynomial with a coefficient of-1,0,1, outputting the 

private key ssk = . 

Public key generation:input private key sk ,Select a as a random polynomial,its coefficient mode is q , e is 

a sufficiently small enough noise polynomial to output the public key ),]([ aeaspk q+−= . 

Re-linearized key generation:input private key sk ,random selection ia and ie , },...,1,0{ li ，

 )(log ql w= , w is the base of the log,output ),])(([ 2

iq

i

ii aswesark ++−= . 

Encryption algorithm:input the plain text m ,public key pk ,three random polynomials were randomly 

generated simultaneously uee ,, 21 ,the first two are noise, u is a polynomial with a coefficient of-1,0, and 1, 

which is calculated   )][,]][/([ 2110 qqt eupkeupkmtqct +++= . 

Decrypt algorithm: input the private key sk , ),( 10 ccc = , output   qsccqtm ][/' 10 += . 

Homomorphic addition operations: input ciphertext ct and 'ct , output ])1[']1[],0[']0[( ctctctct ++ . 

3.4 Signal function 

Given }
2

1
,...,

2

1
{

−−
−

qq
Zq ,we use the signal function[23] to eliminate error caused by the function 

2mod
 

on qR . 

Definition 4. Signal function:let ]
4

,
4

[1 















−=

qq
E , ]1

4
,1

4
[2 +








+








−=

qq
E ,there is a signal function

}1,0{:() →qZSig as follows: 

 



 

=
otherwise

ExorEx
xSig

,1

,0
)(

21
 (4) 

Definition 5. 2mod
 

function: }1,0{}1,0{ →qZ  is defined as: 

2modmod)
2

1
(),(mod2 q

q
axax

−
+=  
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Lemma 3. Let q be an odd number, qZyx , and
4

||||
q

yx −  ， )(xchara = ,we have 

 
),(mod),(mod 22 ayax =  (5) 

Proof. known
4

||||
q

yx −  ,let 2+= yx , 2
4

|2| −
q

 ,notice 

qq

q
ay

q
ax mod)2

2

1
(mod)

2

1
( +

−
+=

−
+ ,from the functions ()Sig  we define, we know that:

1
4

|
2

1
| +

−
+

q

q
ax ,because 1

2
|2||

2

1
||2

2

1
| −+

−
++

−
+

qq
ay

q
ay  ，

 2mod)
2

1
(mod)2

2

1
( +

−
+=+

−
+ qq

q
ay

q
ay ,after the 2mod operation on both sides of the 

equation, we get:  

),(modmodmod)
2

1
(modmod)

2

1
(),(mod 2222 ay

q
ay

q
axax qq =

−
+=

−
+=

 

□ 

Then, the signal function 2mod  and the 
qmod  function are extended to polynomial rings by each 

coefficient that qi Zx  .Theorem 3 after extending to the polynomial ring still holds.So we can extend the 

signal functions and functions 2mod  to polynomial rings 
nn

qR 
 in our scheme. 

Current research on RLWE key security reveals critical insights: Ding et al. [22][23] identified potential 

key leakage vulnerabilities in signal function implementation during long-term public key reuse, while 

simultaneously acknowledging its cryptographic significance. Subsequently, Gao et al. [24] proposed an 

enhanced key reuse paradigm incorporating user-specific identifiers and modified error parameters to mitigate 

these security concerns. 

3.5 BlockChain 

Blockchain is a data structure[25], which is open and transparent. The blockchain infrastructure maintains 

an immutable distributed ledger composed of sequentially linked transaction blocks. This architecture enforces 

strict append-only operations through decentralized consensus mechanisms, ensuring data integrity by 

preventing modification or deletion of recorded transactions. Another key feature of blockchain is that it is open 

and transparent. Blockchain technology has some of its following important features:/ 

1) Decentralized:a blockchain network is composed of many independently running nodes, each with a 
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complete copy of the data. 

2) Invariance:The blockchain's immutability property ensures permanent data preservation through 

cryptographic chaining mechanisms. Each block's integrity is maintained by its cryptographic linkage (typically 

via hash functions) to its predecessor, creating an unalterable chain of records resistant to modification or 

deletion. 

3) Non-repudiation :transactions and data records on the blockchain cannot be denied by the sender. Typically, 

these transactions include digital signatures, ensuring that only those with the corresponding private key can 

generate valid transactions. 

4) Transparency:the openness of the blockchain allows anyone to view all the transactions and records on the 

chain. While personal identities can remain anonymous or fake names, details of the transaction are made 

public. 

5) Traceability:every transaction made on the blockchain can be traced and validated. Each block contains 

timestamps and transaction data, forming an immutable history. 

4. System and Security Models 

The body and safety model of the proposed scheme are discussed in this section. 

4.1 Election Subject Model 

The voting body consists of three parts, namely blockchain, voter and electoral body, as shown in Figure 1. 

Blockchain: Responsible for verifying all voting requests and automatically counting votes. All of the 

relevant business logic is stored in the smart contract; 

Electoral institution: An electoral institution may be any entity that conducts elections or decision voting; 

this entity need not have a political objective. Electoral agencies should be responsible for issuing election 

announcements to the blockchain and deploying smart contracts. They are also responsible for generating a list 

of candidates and qualified voters; 

Voter: Within the electoral framework, voters represent authenticated entities authorized to participate in 

the voting process. The system enforces strict identity verification protocols, ensuring that only properly 

authenticated votes are included in the final tally, while rejecting submissions lacking valid authorization 

credentials. 
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Figure 1. System architecture: 1) Upload system parameters; 2) Send registration information; 3) Sync 

initial identity data; 4) Submit encrypted votes and proof ; 5) Commit proof and stateroot; 6) Store the 

encrypted ballots; 7) Aggregate and homomorphic decrypt. 

4.2 Security Model 

This section formalizes a security framework for publicly verifiable non-interactive zero-knowledge proofs 

(NIZK) under a semi-honest adversarial model. Building upon the standard NIZK definition Error! Reference 

source not found., we incorporate a curious-but-honest third party that strictly adheres to protocol 

specifications while attempting to extract maximal information from legitimately obtained data. Our security 

model operates in the random oracle paradigm and considers two distinct adversarial categories: 

1.External adversaries limited to public information access, attempting to generate valid proofs prior to 

semi-trusted party intervention. 

2.Internal adversaries (the semi-trusted party) with access to registration and certification phase data. 

5. The Voting Scheme 

This chapter presents a self-tallying electoral system that integrates zero-knowledge protocols and 

quantum-resistant techniques. The cryptographic underpinnings of the system merge a non-interactive 

zero-knowledge (NIZK) authentication protocol for secure key exchange with the Brakerski-Fan-Vercauteren 

(BFV) fully homomorphic encryption scheme to enable privacy-preserving vote tabulation. In the following 

discussion, we will elaborate on the pertinent aspects. 

5.1 Setup Phase 

Before the election begins, the electoral body publishes a list of candidates },...,{ 1 kCC .Select a random 

matrix
qi Ra   for each voter and obtain the secret vector satisfying the discrete Gaussian distribution
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ASk ,The electoral body issues both secret vectors and a random matrix to the voters, who generate APk  

based on both terms. The specific operations are described as follows: 

1. Set
nnnnnn HH }1,0{}1,0{:}1,0{}1,0{: 21 →→ 

,both hashing algorithms are SHA-3, 

AA eSk , .Voter calculation: qeSkaPk AAiA mod2+= , ASk is secret information. 

2. Voters need to prove that they have secret information to authenticate, and then they calculate their 

public and private keys qeSkaPk CCiC mod2+= , CC eSk , ，the voter's private key is CSk . 

3. The same goes for the electoral body SI ,it's private key is BSk ,public key 

qeSkaPk BBiB mod2+= . CCBBAA SkPkSkPkSkPk ,,,,, will be used by voters and electoral 

institution to construct zero knowledge proof 。 

The BFV algorithm used in this scheme was implemented by invoking the Tenseal library. Smart contracts 

generate public and private key pairs used for BFV homomorphism encryption and decryption,private key DSk

is a randomly generated polynomial with a coefficient of-1,0 or 1,public key )],([ iDDiD aeSkaPk +−= , ia

is a polynomial randomly generated in the ciphertext space,the coefficients are modulo p , De is a small 

coefficient noise polynomial randomly selected in a discrete Gaussian distribution, which is discarded after use. 

The public key is shared with all voters by the blockchain. 

5.2 Register Phase 

)(,,, P)PkPkPkRegister(a CBAi → the registration algorithm is executed by the electoral 

institution,using random matrices
qi Ra  , APk .Public key for the election institution BPk and vote’s public 

key CPk as input.Using signal function to eliminate noise,output P ,EI save AP and public PPk A ,  to the 

blockchain.The specific implementation is provided as follows: 

1. Votes compute BACBA PkSkxPkPkSkX == ,
,

)(xSig= ,   will be used to generate 

hashes that test the voters' legitimacy.Send ,, CA PkPk
 

to EI. 

2. After receiving ,, CA PkPk ,the electoral institution conducts the following operations: 

First,check APk ,if APk
 

is in the list,reject (prevent revoting) and add it to the list if not. 
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Set BACBA SkPkyPkSkPkY == , ,EI compute: 

 
))),((mod( 212 YHHP =  (6) 

3. EI open ),,( PPkPk BA  to blockchain, P is the hash used by the blockchain to verify the identity of 

the voters. 

5.3 Voting Phase 

),(),,( ctmXVoting  → , at this stage, voters are required to submit authentication information and 

ballot information ),( ct .Smart contracts will first authenticate and then count the votes. When verified, the 

voters will prove that they are a legal voter. After the ballot information is submitted to the blockchain, the 

blockchain will be verified through the following process: 

1. Proof )()),,((mod 21 xSigXH ==  ,this certificate is generated by the voters, who then submit 

the certificate to the blockchain.After the smart contract receiving ),( P ,Smart contracts are verified according 

to the equation PH
?

2 )( = ,if PH =)(2   
verification passes,otherwise, it does not pass. 

2. When counting, this scheme is based on BFV homorphism encryption scheme, through the direct 

operation to vote to ensure that ballot information will not leak, each voter will generate his encryption vote sent 

to block chain, voters from the block chain for candidate information generated votes and vote, vote after 

encryption votes sent to block chain. Voters elect their supporters and generate votes,using the homomorphic 

encrypted public key DPk  to encrypt the vote and get the ciphertext vote. The process is as follows: 

Encrypting votes with smart contract ),]2([),( 10 iqDDiD aeSkapkpkPk +==  shared to voters: 

 

)][,]([),( 211010 qq eupkeupkm
t

q
ccct +++








==  (7) 

m is plaintext,Represents voters on the list of candidates },...,{ 1 nCC , u  is a polynomial with a 

coefficient of-1,0 or 1,and t  is an integer much smaller than the coefficient module p 21,ee are taken from 

the same discrete Gaussian distribution,These polynomials are only used during the encryption process, which 

voters discard them.Voters send ct  to the blockchain. 
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5.4 Tally Phase 

Following the conclusion of the voting process, the smart contracts implemented on the blockchain will 

aggregate and tally all the votes collected during the election. The total votes for each candidate kC
 
will be 

computed in accordance with the sequence of votes cast. 

 
])1[]1[],0[]0[(),,( jijijmim ctctctctrkccAdd ++=  (8) 

1. The above formula represents the result of adding up the cipheric votes of two voters ][iV  and 

][ jV ,By utilizing the property of fully homomorphic encryption, which allows direct computation on 

ciphertexts, it is possible to compute the total number of votes for all candidates. ][0 ict and ][0 ict represent the 

two ciphertexts obtained after encrypting the plaintext im . ][0 jct and ][1 jct represent the two ciphertexts 

obtained after encrypting the plaintext jm . 

2. After the vote tallying phase, the blockchain decrypts the votes with the BFV private key, and publishes 

the results on the blockchain: 

 

t

qscc
q

t
m 
















+= ][' 10  (9) 

'm  is the result of BFV. 

The overall voting process is shown in the Figure 2. 

 

Figure 2 The Voting Scheme 
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6. Security Proof and Analysis 

6.1 Security Proof 

This section provides a comprehensive security analysis of our RLWE-based electronic voting protocol, 

with particular emphasis on the zero-knowledge proof mechanisms employed throughout the voting process. 

The examination encompasses multiple security dimensions to establish the scheme's robustness. 

Theorem 4. Let
2/5316  nq  ,we have )(1),(mod),(mod 22  neglYX −==

.
 

Proof. Known BACBA PkSkxPkPkSkX == , and BACBA SkPkyPkSkPkY == , ,we can 

launch: CPkyxYX )( −=− , according to Lemma 3, we know },...,1{,
4

|||| ,, qji
q

YX jiji − 

combining lemma 3, we can introduce: 

 3

,, )(4||||||][2||||||
,,,,

nnPSkeeSkYX CB

T

AB

T

Ajiji jijijiji
−−  (10) 

Combined with Lemma 3, we know
4

4|||| 2/53

,,

q
nYX jiji −  

.

 

Therefore, when condition 
2/5316 nq   is satisfied, our scheme is considered secure. □ 

Theorem 2. Legal voters (have the right private key ASk ), their generated proofs always pass validation. 

Proof. Voter identification )()),,((mod 21 xSigXH == 
 

is generated by the voters themselves 

at the registration stage,Therefore, blockchain can only see   during the verification process, and in addition, 

blockchain gets the verification value ))),((mod( 212 YHHP =  from the electoral institutions. 

According to Lemma 3, we know that when
2/5316  nq  ,If the secret information ASk  is true, there 

is: 

 
)(1),(mod),(mod 22  neglYX −==  (11) 

We can launch the following: 

 
PYHXH === )),((mod)),((mod 2121   (12) 

If the voter identity is true, the verification passes, meaning the voter possesses secret information ASk :
 

)(1)](:],,,[Pr[ ,,  neglPBCPkPkPkSkVoters
CBA PkPkPkCBA

T

A − ，
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□ 

Throrem 3. The attacker could not forge a valid proof that the   was verified. 

Proof. If the adversary does not have the secret information ASk ,And make the blockchain believe that the 

adversary has secret information, with negligible probability, in other words CBA PkPkPk ,, ,we have: 

)()]'(:],,['Pr[ ,,  neglPBCPkPkPkVoters
CBA PkPkPkCBA = ，  

According to our setting, the electoral body is curious but honest, and so we should consider the situation 

that there is a malicious voter who wants to forge a legitimate ballot. If a malicious voter can successfully 

register qeSkaPk AAA mod2+= in polynomial time without the election authority revealing secret 

information ASk .Then smart contracts can also be distinguished in the same polynomial time. 

In our assumptions, malicious voters are adversaries,the adversary guessed the value of APk but they 

don’t have value of ASk .Therefore, it cannot be calculated to generate the   used to prove their legitimacy,the 

adversary can also obtain the verification values P  on the blockchain,then try to reverse the hash function 

)(2 PH  to try to get ASk ,but the hash function is hard to reverse. 

So we conclude that without secret information ASk , the smart contract cannot be deceived to accept the 

verification. 

)(]1)'(:],,['Pr[ ,,  neglPBCPkPkPkAdversary
CBA PkPkPkCBA == ，

 

□ 

Theorem 4. The verifier was unable to obtain any information about ASk  from the proof  . 

Proof. With ASk  as secret information, cannot be leaked throughout the voting process,If a malicious party 

gets ASk , it can easily be verified by smart contracts. We do not need to think about blockchain, we just need 

to consider it from the perspective of the electoral institution. 

)),((mod 21  XH=  outputs only the hash values. While the 2mod  function maps X  to a single 

bit or a finite value, which greatly limits information leakage, the unidirectionality of the hash function 1H  

ensures that the specific value of ),(mod 2 X  cannot be pushed back from  . 

The simulator S  can randomly generate 
n

sim }1,0{ , and calculate )(2 simsim HP =  and make 
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public, since the hash function output is uniformly distributed under the random prediction model, true proof 

  is computationally indistinguishable from simulation proof sim . 

AAA eSkaPk 2+=  is indistinguishable from random polynomials under the RLWE assumption, 

ensuring that the attacker cannot be inferred by the public key ASk . 

Therefore, the verifier can only know the validity of the proof, and cannot obtain any information of ASk , 

satisfying zero knowledge. □ 

In order to re-detailed prove that the encryption scheme in the electronic voting scheme meets the 

anti-IND-CPA (indistinguishable under plain text attack) attack, we conducted the following formal analysis 

based on the BFV all homomorphism encryption and RLWE hypothesis proposed in the paper, and combined 

with the standard security reduction method: 

The security of BFV encryption is based on the difficulty of the RLWE problem. Assuming that attacker 

A  can crack IND-CPA with a non-negligible advantage  , we can construct algorithm B  to solve the 

RLWE problem using A . 

Initialization stage: Given the RLWE sample 
iiiqqii esabRRba += ,),( , s  is secret and ie  

follows the error distribution. Algorithm B  sends ),( ii bapk =  to A . Here ib  simulates the public key 

),]([ aesapk q+−=  of BFV, when A  queries the encryption of plaintext m , B  generates dense text 

according to the BFV encryption algorithm:   )][,]/([ 2110 qq eupkeupkmtqct +++= . 

Challenge stage: A  submit two equal length plaintext 1m  and 2m , B  randomly selected }1,0{b  

to generate challenge ciphertext 
*c  as follows: 

If the RLWE instance is a true sample iii esab += , then 
*c  is a legal BFV ciphertext. 

If the RLWE instance is a random sample, then 
*c  is a uniform random value. 

Guess stage: A  output 
'b , B judge the RLWE instance type according to 

'b , if the advantage of A  

is  , the advantage of B  to solve the RLWE problem is also  . 

Game 0g : The challenger generates public and private keys and ciphertext according to the real BFV 

scheme, and the attacker's advantage is  . 

Game 1g : Replace the public key pk  with the random polynomial pair 
qq RRba )','( . Since 

RLWE assumes that the real public key is indistinguishable from the random value, the advantage change of the 
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attacker can be ignored, namely: )(||
01

neglAdvAdv gg − . 

Game 2g : Replace challenge ciphertext 
*c  with a random value. If the RLWE problem is difficult, the 

attacker cannot distinguish between 1g  and 2g , namely: )(||
12

neglAdvAdv gg − . In 2g , the 

attacker faces a completely random ciphertext, with an advantage of 0, so: 

)()(2)(
210

 neglneglAdvneglAdvAdv ggg =++ . 

The safety of the BFV protocol depends on the following parameter selection: 

(1) Polynomial ring dimension n : usually take 1024n . 

(2) Modulus q : 
2/5316 nq   needs to be met to ensure that the noise item does not destroy the 

decryption correctness and security. 

(3) Error distribution  : The discrete Gaussian distribution parameter   needs to be large enough, such 

as )(
~

nO= , to ensure the difficulty of the RLWE problem. 

By combining the difficulty of contracting the IND-CPA security of BFV encryption to the RLWE problem, 

combined with the strict conditions of parameter setting, the scheme is capable of resisting selecting plaintext 

attacks. Security game sequence analysis further shows that an attacker cannot distinguish the ciphertext in 

polynomial time to meet the requirements of the IND-CPA security. 

6.2 Security Analysis 

When building an efficient, safe and fair electronic voting system, it is crucial to strictly follow and meet 

the security protocol standard of electronic voting [27]. In order to verify the feasibility of our scheme, the 

following seven core security attributes are deeply analyzed to develop the proof. 

(1) Privacy 

Ensure privacy by maintaining the anonymity of voter and candidate identities. Provide voters with unique 

security proof to verify the authenticity of the ballot, and ensure that the certificate does not contain information 

that can identify the voter, and the ballot is also encrypted and cannot be linked to the voter identity based on the 

ballot information. The scheme of this paper is conducted on the local Ethereum private blockchain. Due to its 

huge scale and highly dispersed hash computing power, the Ethereum network makes the cost of launching 51% 

attacks extremely high and almost impossible to achieve, thus guaranteeing the privacy of voter identity. 

(2) Confidentiality  

The whole voting process is confidential, votes after BFV holhomorphism encryption encryption, until the 

result, votes are in ciphertext form, ballot content cannot obtain and tampered with, before the counting results, 

anyone cannot know the final result in advance, further strengthen the confidentiality of the voting process, to 

ensure the fairness and credibility of the voting system. 

(3) Security 
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The inherent cryptographic properties of blockchain technology provide robust protection against 

vote tampering and unauthorized modifications. To alter any recorded data, an adversary would need to 

recompute the hash values for the target block and all subsequent blocks in the chain, a computational task 

that is computationally infeasible due to the enormous resource requirements, thereby ensuring the 

system's security for electoral applications. 

(4) Uniqueness  

The voter has a unique registration mark AP , and the verified voter is only allowed to vote. The vote is 

included in the final vote, and the voter is unable to cast multiple votes, and if the voter wants to vote, he will 

not be entitled to continue voting. 

(5) Verifiability  

The inherent properties of blockchain technology provide full transaction transparency and universal 

verifiability across the distributed network. This enables any participant to independently validate that the 

officially published election outcomes precisely match the recorded results on the blockchain. 

(6) Fairness  

In order to ensure fairness, all votes are encrypted from the beginning to the end of voting, existing in the 

form of ciphertext, and the voting results will be publicly uploaded to the blockchain to ensure the authenticity 

and credibility of voting data. Blockchain calls the smart contracts to automatically perform the calculations and 

get the counting results. In this process, the voters cannot see the calculation process, which ensures the 

independence and confidentiality of the calculation process, and further improves the fairness of the election. 

(7) Mobility 

The proposed voting architecture enables universal accessibility, allowing voters to participate from any 

location with internet connectivity. The system's design eliminates geographical constraints and specialized 

infrastructure requirements, as participation only necessitates a network-enabled device and a valid blockchain 

address for secure network access. 

In summary, the proposed scheme comprehensively addresses critical security requirements for electronic 

voting systems, ensuring integrity, reliability, zero-knowledge properties, privacy preservation, confidentiality 

maintenance, system security, vote uniqueness, result verifiability, electoral fairness, and remote accessibility. 

The implementation of strict voter authentication prevents unauthorized participation and potential election 

interference, while maintaining resistance against malicious third-party attempts to compromise the encryption 

scheme's semantic security. 

7. Performance Analysis 

The test environment runs in the Ubuntu 22.04 LTS of the Windows 11 Home native subsystem (WSL 2), 

and the managed device is the Redmibook16 with the Intel 12450H. 

The system's smart contracts are developed in Solidity programming language, with deployment 

automation scripts authored in JavaScript. Utilizing the Truffle development framework, the entire solution is 
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implemented on a localized blockchain test environment. This configuration leverages Ganache to establish a 

private Ethereum network, enabling comprehensive smart contract management through Truffle's toolchain 

capabilities - including contract compilation, network interaction, and deployment operations targeting the 

Ganache testnet. The integrated workflow demonstrates full compatibility with the Ethereum Virtual Machine 

(EVM) architecture while maintaining standalone execution efficiency. 

According to the existing electronic voting scheme, we will perform a performance analysis of our scheme 

based on the verification time and the average running time of each phase. 

Voters can generate proof locally before voting, so we do not need to consider voter generating proof time, 

at the same time, we designed the lattice-based non-interactive zero-knowledge proof key exchange protocol. 

According to the results of our experiments, the voter proofs   are output by the hash function. Size 

does not change by changes in secret information ASk , and the validation procedure is a publicly available 

hash function operation. We contrast in Table 3 with [28] and [10] for the verify time and dependent hypotheses.  

Table 3 Comparison of proof time 

Scheme Verify Time Assumption 

[28] 34ms ECC 

[10] 27ms ECC 

Ours 20ms RLWE 

We tested our scheme on a locally deployed private chain, in the case of four candidates, two voters from 

setting to vote counting, we conducted 10 tests times, the average time consuming as shown in Table 4, and the 

experimental results show that our scheme fully meets the voting requirements in running time. 

Table 4 Average running time of each stage 

Phase Average Running Time 

Setup 15ms 

Register 24ms 

Voting 20ms 

Tally 12ms 

The above tests is for the case of four candidates. We also tested the performance of our system when 

voting for more candidates. The test results are shown in Figure 3: 
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Figure 3 The performance of different candidates 

In addition, to further verify that our scheme has a significant advantage in vote counting efficiency 

compared to other schemes, we compared it with schemes [29] and [30]. The voting scenarios we assumed 

consisted of 500, 1000, 1500, and 2000 voters, and we compared the vote counting times. The results are shown 

in Figure 4. As the number of voters increases, the time required for vote counting also increases for all schemes. 

Scheme [29], which uses a static Merkle tree to ensure unlimited voter additions, shows a much lower efficiency 

compared to the other schemes. In contrast to other schemes, our proposed scheme shows a certain improvement 

in vote counting efficiency, while also ensuring quantum resistance throughout the process. Scheme [30] uses 

the ElGamal homomorphic encryption scheme, which means it does not provide quantum resistance. 

 

Figure 4 Efficiency comparison of similar schemes 
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8. Conclusion 

This paper addresses the current issues in electronic voting systems, such as poor quantum resistance, lack 

of voter privacy, low vote counting efficiency, and fairness issues. We propose an efficient zero-knowledge 

proof blockchain-based electronic voting solution based on RLWE. This solution utilizes the BFV fully 

homomorphic encryption algorithm to achieve efficient and fair vote counting. The scheme employs a 

lattice-based key exchange protocol to ensure voter identity uniqueness and the security of voter information, 

while also using the BFV fully homomorphic encryption algorithm to encrypt votes, ensuring the security and 

privacy of vote content. The encrypted votes are uploaded to the blockchain by voters, ensuring transparency of 

information and immutability of results. Finally, smart contracts ensure the smooth execution of the entire 

voting process, enabling automatic vote counting and public announcement of results. The verification overhead 

for voters is fixed, and the overall vote counting overhead increases linearly with the number of voters. 

Compared to similar solutions, this scheme offers certain advantages in efficiency, ensuring that it can reduce 

noise and enable weighted electronic voting in large-scale elections, which is our next research direction. 
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