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Abstract: Current information and communication systems are facing network attacks with strong unknown 

characteristics, and existing network attack detection methods often fail to effectively detect unknown attacks. To 

address this limitation, this paper develops a novel weakly supervised traffic detection method named CTFABOD, 

designed to enhance the detection of unknown network attacks in contemporary information and communication 

systems. CTFABOD method uses generative adversarial network to enhance the performance of fast detection of 

angle outliers, to achieve precise detection of unknown network attacks. This paper tests the CTFABOD model 

on the classical NSL-KDD dataset, selects four classic weakly supervised models as comparison models, and uses 

AUC and precision as the evaluation indicators. The experimental results show that CTFABOD method has 

achieved the highest AUC and precision scores on the NSL-KDD dataset, and increased the precision score by 

10.31%. This study highlights the effectiveness of combining angle-based outlier detection with generative 

adversarial network in improving the detection of unknown network attacks and suggests promising applications 

in various high-dimensional data analysis tasks. 
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1. Introduction 

Cloud computing, Internet of Things (IoT)[1], Blochchain based architectures and Blockchain based 

Industrial Internet of Things (IIoT)[2] and contemporary information and communication technology (ICT)[3], 

these are some of the leading technologies the societies and countries are using these days. There is a consensus 

that contemporary ICT systems, including industrial control systems, medical support systems, virtual 

environments, and the internet of things, are prime targets for potential attackers [4,5]. Substantial existing 

evidence regarding the susceptibility of these systems to cyberattacks encompasses the probability of being 

targeted as well as the substantial costs and impact associated with successful attacks[6]. Outcomes of a successful 

cyberattack can vary from breaches in confidentiality to decreased availability or the loss of critical data, leading 

to integrity concerns [7]. It is crucial to note that security threats may extend to safety implications. For instance, 

an attack aimed at disabling a vehicle's automatic braking system could have severe repercussions on the driver's 

well-being, infrastructure, and environment. Consequently, systems need to be planned, developed, and executed 

with a focus on meeting the necessary security standards.  

Intrusion Detection Systems (IDS) are widely recognized as an effective means of promptly identifying 

attacks[8]. When tasked with safeguarding a target system, an IDS continuously monitors various performance 

metrics, such as memory usage, bus throughput, active sessions, and system calls. The set of values being 

monitored by an IDS at any given moment is referred to as a data point, and these data points are typically collected 

and organized into a tabular dataset[9]. Machine learning (ML) algorithms are incorporated within IDS to facilitate 

binary classification, allowing them to differentiate between data points corresponding to attacks and those 

representing normal system behaviour. The ML algorithm undergoes a training phase during which it analyses a 

training dataset, enabling it to develop a model that can later be deployed in a production environment to detect 

attacks occurring in real-time. 

Outlier detection is a fundamental task in data mining, aiming to pinpoint data objects that deviate from the 

typical data distribution[10]. Its applications encompass diverse fields such as fraud detection, scientific data error 

rectification, and sports data analysis. Successful outlier detection includes identifying stylistic elements from 

various sources in written works as an indication of potential plagiarism, or uncovering biases in scientific data 

as a sign of equipment failure, human error in data processing, or suboptimal experimental setups. The algorithmic 

approaches to outlier detection are as varied as the scenarios in which they are applied. Prominent and highly 

effective methods hinge on density estimation using k-nearest neighbour distances, whereby the point with the 

lowest density estimate is identified as the most compelling outlier candidate[11]. An inherent challenge in outlier 

detection is the degradation in the quality of density estimation as the dimensionality of the data increases. 

Numerous studies have examined various facets of the "curse of dimensionality," including phenomena such as 

the concentration of distances[12]. 

Outlier detection refers to the process of identifying samples that significantly deviate from the overall 
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representation within a dataset. This task can be approached through supervised or unsupervised methods, with 

this paper primarily focusing on the use of unsupervised models [13]. The fundamental concept of outlier detection 

revolves around identifying data objects that do not align with the general data distribution. This is a critical task 

within data mining and holds significant applications across various fields, such as uncovering instances of credit 

card abuse in financial transaction data or pinpointing measurement errors in scientific data. The rationale behind 

this lies in the fact that data objects are typically generated by specific mechanisms or statistical processes. 

Observable deviations from the primary distribution are thought to stem from distinct mechanisms. These 

mechanisms could encompass fraudulent activities, disturbances that compromise sensor integrity, or simply 

inaccuracies in measuring device readings. However, they could also represent unexpected behaviors that 

necessitate adjustments to the underlying theory of the relevant experiment. 

The computational complexity of certain methods renders them impractical for high-dimensional data. 

However, all known techniques that are theoretically applicable to high-dimensional data are based on evaluating 

queries or k-nearest neighbors using local methods. Consequently, these methods are generally considered 

unsuitable for high-dimensional data due to the "curse of dimensionality." One prominent consequence of this 

challenge in mining high-dimensional data is the diminishing significance of concepts like proximity, distance, or 

nearest neighbor as the dataset's dimensionality increases. In general, it has been demonstrated that the relative 

contrast between the farthest and closest points approaches 0 with increasing dimensionality d: 

lim
𝑑→∞

𝑑𝑖𝑠𝑡𝑚𝑎𝑥 − 𝑑𝑖𝑠𝑡𝑚𝑖𝑛

𝑑𝑖𝑠𝑡𝑚𝑖𝑛

→ 0 (1) 

This indicates that within high-dimensional spaces, the distinction between nearest and farthest neighbors 

becomes considerably less reliable. These observations hold true for a broad spectrum of data distributions, 

independent of the relevance of all attributes, and are solely based on the number of dimensions. Additionally, the 

problem is compounded by the presence of irrelevant attributes, often referred to as "noise," in high-dimensional 

data. However, global feature reduction methods may not suffice to eliminate noisy attributes, as there is typically 

no universal noise present; rather, certain attributes are only influential for specific sets of objects. All these effects 

extend beyond mere complexity issues and have prompted the search for data mining methods that are less reliant 

on distances between objects. Angle-based outlier detection (ABOD) algorithms still take distance into 

consideration, but primarily as a secondary measure to normalize the results, placing greater emphasis on the 

variance of angles between different vectors of the data objects. This approach exhibits much lower sensitivity to 

the escalation in dataset dimensionality compared to distance-based criteria. 

Despite these advancements, existing network attack detection methods still face challenges in effectively 

detecting unknown and sophisticated attacks[14]. The need for robust and adaptive detection models that can 

handle high-dimensional data remains a critical research area. This paper proposes a novel weakly supervised 

traffic detection method named CTFABOD, which combines the strengths of angle-based outlier detection 

(FastABOD) and generative adversarial network (CTGAN) to enhance the detection of unknown network attacks. 

The effectiveness of the CTFABOD model is evaluated on the NSL-KDD dataset, and compared to existing 

weakly supervised models. CTFABOD increased the precision score by 10.31%. Our experiments demonstrate 

that improving the performance of weakly supervised models through generative adversarial network is an 

effective way to deal with unknown network attacks. 

 

2. Related Work 

Network intrusion detection has long been a critical area of research, given the increasing sophistication and 

frequency of cyberattacks. Several studies have showcased the effective utilization of supervised classifiers in 

intrusion detection. For instance, the research outlined involved the comparison of six tree-based supervised 

classifiers for detecting intrusions in the UNSW-NB15 dataset[15], with results indicating that decision trees with 

pruning generally outperformed other methods such as random forests[16]. Furthermore, the authors of conducted 

a comparative analysis of support vector machines (SVMs) and deep convolutional neural networks (CNNs), 

concluding that feature selection contributes to enhancing the classification accuracy of the NSL-KDD dataset, 

and deep CNNs outperform SVMs to a significant degree[17]. Recent studies have raised doubts about the 

effectiveness of deep classifiers when handling tabular data, noting that they frequently exhibit subpar 

performance compared to supervised classifiers. Notably, the research outlined a comparison between four 

cutting-edge deep learners and non-neural network classifiers, with findings indicating that the latter demonstrated 

superior classification performance over the former[18]. Traditionally, most anomaly detectors for tabular data 

are developed using supervised and deep classifiers[17]. These detectors necessitate training data with labeled 

instances to construct a model that typically achieves a high level of accuracy, resulting in minimal 

misclassifications.  

Deep models are neural network classifiers that consist of numerous hidden layers, commonly referred to as 

deep neural networks or deep learners[19]. While deep learners are widely recognized as the standard for 
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classifying unstructured data such as images, audio, lidar point clouds, and video, they often encounter challenges 

when tasked with classifying tabular data. For instance, certain studies have revealed that deep neural network 

classifiers applied to tabular data exhibit inferior classification performance compared to other supervised 

classifiers. Additionally, there are research efforts aimed at converting tabular data into images to fully harness 

the potential of deep learners in processing images[20], but these endeavors have not yielded substantial 

improvements in classification performance. 

Detecting outliers in high-dimensional data poses unique challenges. Recent research has explored new 

approaches, such as treating the problem as "subspace" outlier detection and developing models that exhibit 

greater stability as data dimensionality increases, such as angle-based outlier models[5,13]. Additionally, 

ensemble methods for outlier detection are considered particularly beneficial for high-dimensional data[21]. 

Another area of research focuses on addressing efficiency concerns by employing advanced acceleration 

techniques tailored for high-dimensional data, such as random projections or locality-sensitive hashing (LSH)[22]. 

These methods collectively tackle different aspects of the "curse of dimensionality." 

 

3. Method 

Network attack detection methods based on weakly supervised learning are highly applicable to unknown 

attacks. In high-dimensional data, since angles are more stable than distances, outliers typically do not lie in the 

same direction as many points. Adversarial sample generating is a method to enhance the robustness of a model 

by adding adversarial examples to the training data. This study develops the CTFABOD model to detect the 

network attacks on the NSL-KDD dataset. The CTFABOD model utilized a fast angle-based outlier detection 

method (FastABOD) to detect the network attacks and utilized conditional tabular GANs (CTGAN) to generate 

augmentation samples as shown in Figure 1. Generated samples are utilized to improve the performance of 

FastABOD.  

 

 
 

Figure 1. The workflow of CTFABOD. 

 

3.1 CTGAN 

A distinctive feature of CTGAN is its utilization of a variational gaussian mixture model to ascertain the 

number of modes for each continuous column and to fit a Gaussian mixture model accordingly[23]. Each data 

value is then encoded as a one-hot vector that signifies the mode, accompanied by a scalar that denotes the value 

within that mode. This methodology adeptly manages the complexities of multimodal and non-Gaussian 

distributions prevalent in continuous columns. Tabular data often grapple with the issue of category imbalance 

within categorical columns. Random sampling of training data can lead to the underrepresentation of minority 

categories, thereby impeding the generator's ability to accurately learn these categories. To counteract this, 

CTGAN incorporates a conditional generator alongside a training sampling mechanism. The conditional generator 

produces samples conditioned on specific values of a categorical column. Concurrently, the training sampling 

mechanism ensures equitable representation of all categories during the training phase by sampling in accordance 

with the frequency of the category column. This dual approach not only mitigates the category imbalance problem 

but also preserves the fidelity of the real data distribution. 

The architectural backbone of CTGAN is a fully connected network that forms the foundation for both the 
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generator and the discriminator. The generator is equipped with two hidden layers, employing batch normalization 

and the ReLU activation function. It outputs a blend of activation functions: tanh for continuous values and 

Gumbel softmax for modality indicators and discrete values. The discriminator mirrors this structure with two 

hidden layers, utilizing the leaky ReLU activation function and dropout to enhance robustness. To avert the pitfall 

of mode collapse, CTGAN leverages the PacGAN framework, generating and evaluating ten samples in each 

iteration. This strategy bolsters the model's capacity to produce diverse and representative synthetic data, thereby 

elevating the overall quality and utility of the generated dataset. 

 

3.2 FastABOD 

ABOD is an angle-based outlier factor (ABOF) method that mines high-dimensional data to identify 

outliers[24]. In high-dimensional space, the distance between data points becomes meaningless. This method 

shows that the distance vector angle between points in the vector space is more suitable for anomaly detection 

tasks in high-dimensional space. Differentiate between inliers and outliers by comparing their angles with other 

points. Core of ABOF method is to organize insiders into clusters of data points. The angle between a line formed 

by connecting an inner line to two other points should have completely different values because there are usually 

other points around the inner line; this results in a significant change in the angle. The ABOF method provides a 

way to quantify the divergence of objects in their orientations relative to each other, helping to identify outliers in 

high-dimensional data based on the angles between observed distance vectors [25]. This method can be expressed 

as: 

Considering the space of data points 𝐷 ⊆ ℝ𝑚 , and three related points 𝑥
𝐴
→, 𝑥

𝐵
→, 𝑥

𝐶
→ , the angle-based 

anomaly factor ABOF (𝑥
𝐴
→) is expressed as the variance of the angle between the difference vector of 𝑥

𝐴
→ and all 

other pairs, and the distance between points is used as the weight: 

𝑉𝐴𝑅𝑥
𝐵
→,𝑥

𝐶
→∈𝐷

(
(𝑥

𝐴
→ − 𝑥

𝐵
→)

⊺

(𝑥
𝐴
→ − 𝑥

𝐶
→)

‖𝑥
𝐴
→ − 𝑥

𝐵
→‖

2

∙ ‖𝑥
𝐴
→ − 𝑥

𝐶
→‖

2) (2) 

 

Considering the construction of triple pairs, the time complexity of the current method is 𝑂(𝑛3) . An 

approximation algorithm called FastABOD can be used to solve this problem. This method approximates the 

angle-based outlier factor (ABOF) using only a small subsample of the available data points. In FastABOD 

method, only points with the strongest weights are considered for variance calculation. Usually, the K-nearest 

neighbor method is used to identify relevant data points. This approximation is more effective, especially in low-

dimensional datasets where distances are more meaningful. Using the nearest neighbors provides a better 

approximation of the ABOF. FastABOD method is more suitable for large datasets, reducing the computation to 

𝑂(𝑛2  +  𝑛𝑘2), where k represents the number of nearest neighbors. On the other hand, the performance of the 

algorithm depends on the neighbors chosen. Using a large number of neighbors can improve the quality of the 

results, but it also affects the time complexity. Considering the large nature of the existing datasets, FastABOD is 

used. The ABOD function can be adapted using different distance metrics.  

 

4. Experiment 

 

4.1. NSL-KDD dataset 

The dataset NSL-KDD used in the study is the revised version of the KDD99 dataset. Although the KDD99 

dataset is widely used, it has problems such as redundancy and duplicate records, which affect the accuracy of 

experimental results. NSL-KDD improves the quality of the KDD99 dataset by reducing redundancy and 

balancing data distribution. Each record in the NSL-KDD dataset contains 43 features, of which 41 features refer 

to the traffic input itself, and the last two are labels (normal or attack) and scores. The dataset includes a class of 

normal data (Normal) and four attack methods, namely, denial of service (DoS), probe (Probe), user to root (U2R), 

and remote to local (R2L), as shown in Table 1. 

 

Table 1. Dataset Composition. 

Dataset 
Quantity Details 

Sum Normal DoS Probe U2R R2L 

KDDTrain + 20% 25,192 
13,449 

(53%) 

9234 

(37%) 

2289 

(9.16%) 

11 

(0.04%) 

209 

(0.8%) 
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In 

addition, 

to avoid 

the 

interference of irrelevant features, the first four non-numeric features were removed from the above 41 features, 

and the remaining 37 numeric features were retained. 

 

4.2 Evaluation metrics 

In this study, we develop the CTFABOD model for network intrusion detection. Existing four weak 

supervision models including KNN, K-means, ABOD and FastABOD are used as comparison methods. To assess 

models’ performance on network intrusion detection, AUC (Area Under the Curve) and Precision are used as 

evaluation metrics. The confusion matrix is a method used to evaluate the performance of classification models, 

particularly for binary and multi-class classification. For multi-class classification, rows represent the actual 

classes, and columns represent the predicted classes. Each cell shows the number of samples for the corresponding 

class. The AUC and precision can be calculated by the confusion matrix, which is shown as following formulas. 

 

 
           

TP
Precision

TP FP
=

+
                              (3) 

Where TP represents that the model correctly predicts the positive class, FP represents that the model 

incorrectly predicts the positive class. 

AUC is the area under receiver operating characteristic curve, which is used to evaluate the performance of 

a binary classification model. The AUC value provides a comprehensive measure of the model's ability to 

distinguish between positive and negative samples, which is particularly useful in the case of class imbalance. 

 

5. Results and Discussions 

This study proposes the CTFABOD for network intrusion detection on the NSL-KDD dataset. CTFABOD 

model ensemble FastABOD and CTGAN methods, FastABOD is used to detect network intrusion, and CTGAN 

is used to generate samples. Network intrusion detection is a binary classification, so we utilized AUC and 

precision to assess its performance. As we all know, KNN and K-means are weak supervision algorithms and 

applied to detect network intrusion. The FastABOD method is used as the classifier in this study, which is based 

on the ABOD algorithm. So we select KNN, K-means, ABOD, and FastABOD models as comparison methods. 

This study tests all models on the NSL-KDD dataset. 

 CTFABOD was used for binary classification weak supervision training and tested on the test set. The 

experimental results are shown in Table 2. The experimental results demonstrate the performance of various 

models in terms of AUC and precision. The KNN model achieved an AUC of 0.4991 and a precision of 0.4796. 

FastABOD slightly outperformed ABOD, achieving an AUC of 0.7361 and a precision of 0.6954. Notably, 

CTFABOD exhibited the best performance among all models, with the highest AUC of 0.7844 and the highest 

precision of 0.7671. These results indicate that CTFABOD is the most effective model and increases the precision 

score by 10.31% on the NSL-KDD dataset. CTFABOD achieved the best experimental results mainly because 

augmentation samples generated by CTGAN model improved the robustness of FastABOD, making FastABOD 

more accurate in identifying abnormal traffic. AUC of CTFABOD on testing data is 0.7844 and the precision is 

0.7671. Clustering images of the real distribution and the predicted distribution are given in Figure 2. Since there 

are five types of samples, four of which are attack samples and one is a normal sample, the attack is marked as 0 

and the normal sample is marked as 1 for distinction. In the real distribution, the normal sample appears as a 

deviation sample (yellow and red marks). It can be seen in the predicted distribution that although there is some 

overlap in space, CTFABOD can still distinguish the distribution of the two data types well. CTFABOD highlights 

the potential of weakly supervised learning and adversarial sample generation in enhancing the robustness and 

adaptability of intrusion detection systems. This approach could be further explored and refined to address other 

types of cyber threats and attack vectors beyond those tested in this study. 

 

Table 2. Performance on the testing data of NSL-KDD. 

Models AUC Precision 

KNN 0.4991 0.4796 

K-means 0.1316 0.1030 

ABOD 0.7343 0.6945 

FastABOD 0.7361 0.6954 

KDDTrain+ 125,973 
67,343 

(53%) 

45,927 

(37%) 

11,656 

(9.11%) 

52 

(0.04%) 

995 

(0.85%) 

KDDTest+ 22,544 
9711 

(43%) 

7458 

(33%) 

2421 

(11%) 

200 

(0.9%) 

2654 

(21.1%) 
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CTFABOD 0.7844 0.7671 

 

 

Figure 2. NSL-KDD data clustering sample. 

 

The use of CTGAN for adversarial sample generation provides a promising direction for improving the 

performance of ML models in the face of evolving threats. By generating realistic augmentation samples, model 

can be better prepared to handle novel attack patterns. This approach could be extended to other ML tasks, such 

as image classification, natural language processing, and medical diagnostics, where robustness against 

adversarial attacks is crucial. 

 

7. Conclusions 

Current information and communication systems face network attacks with strong unknown characteristics, 

and existing network attack detection methods cannot achieve effective detection. This paper develops the 

CTFABOD model to detect abnormal traffic data. CTFABOD model ensemble FastABOD and CTGAN methods 

are used to detect network intrusion and generate augmentation samples. Generated augmentation samples are 

utilized to improve the performance of FastABOD. Compared with the existing four network attack detection 

methods, the CTFABOD achieved the highest AUC and precision on the NSL-KDD dataset. Thus, CTFABOD 

increased the precision score by 10.31%. Our experiments demonstrate that improving the performance of weakly 

supervised models through generation adversarial methods is an effective way to deal with unknown network 

attacks. 
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