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ABSTRACT 

The increasing reliance on digital transactions has exposed college students to heightened fraud 

risks, necessitating advanced cybersecurity solutions. This meta-analysis examines the 

effectiveness of Artificial Intelligence (AI)-driven fraud detection systems and their role in 

protecting college students from online fraud. Findings reveal that deep learning models achieve up 

to 96.8% accuracy, significantly outperforming traditional rule-based fraud detection methods. AI-

driven fraud detection also reduces false positives, enhances response times, and increases user 

engagement with security alerts. However, regression analysis indicates a strong inverse correlation 

(r = -0.91) between cybersecurity awareness and fraud incidents, highlighting the critical need for 

cybersecurity education to complement AI fraud prevention strategies. The study emphasizes the 

importance of integrating AI-based security frameworks with cybersecurity training programs to 

enhance digital safety for students. Future efforts should focus on refining AI models and increasing 

student awareness to mitigate fraud risks effectively. 
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INTRODUCTION 

The rapid expansion in digital payments and online services increased the risk of online fraud, with the most 

affected group being the students at the university level. According to Molnar (2019), education institutions and 

companies lost at least $70 million between January 2016 and October 2017 [1]. As Griffiths (2025) highlighted, 

phishing scams targeted at students' financial and education accounts have seen a 46% increase [2]. Furthermore, 

statistics from 2020 showed 927,000 cyber-fraud incidents, which caused losses amounting to 35.37 billion 

Chinese yuan, equivalent to 5.44 billion US dollars in China [3]. The shift towards cashless payments, digital 

banking, and online education platforms provided scammers with more opportunities to exploit the low 

cybersecurity awareness of the students as well as their weak protection measures. 

Artificial intelligence (AI) is a very powerful tool for fraud detection, leveraging the power of machine 

learning (ML) algorithms, deep learning (DL), and real-time anomaly detection to identify suspicious activity. 

Studies indicate that AI-based fraud detection systems can effectively identify fraudulent transactions at up to 

94% [4]. Predictive modeling of associated entities enhances fraud detection, gaining a firsthand view of data 

characteristics of fraud. At the same time, the behavior analytics step identifies trending fraud behaviors by 

drawing attention to anomalies in the databases. 

While AI excels at thwarting fraud, 41% of college students lack basic knowledge of cybersecurity best 

practices, leaving them vulnerable to state-of-the-art swindles like identity theft, fake scholarships, and phishing 

emails [5]. A closer look at the adoption rate of multifactor authentication shows that people aged between 18 and 

24 lead the adoption rate at 69% [6]. Moreover, 32% of this demographic reported using strong passwords for 

online platforms [6]. This has greatly raised the likelihood of suffering a credential-stuffing attack. 
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This meta-analysis investigates how AI is being used in the fight against fraud and to what effect it protects 

college students from cyber threats. This study will explore various AI-based fraud detection methods, analyze 

student cybersecurity awareness levels, and determine how intelligent protection systems can help prevent fraud. 

This research will synthesize data from different sources to understand how AI can be integrated into cybersecurity 

education and institutional security framework to reduce fraud-related issues in the digital space. 

METHODOLOGY 

This study adopts a meta-analysis approach to systematically assess the existing research on applying Artificial 

Intelligence (AI) in online fraud detection for intelligent protection systems designed directly for college students' 

cyber security education. Quantitatively, Meta-analysis (as a research method) provides a means to synthesize 

results from more than one study to understand better how effective AI is at combating cyber fraud [7]. Findings 

from peer-reviewed journal articles, industry reports, conference papers, and cybersecurity case studies published 

between 2015 and 2025 from reputable databases on IEEE Xplore, ACM digital library, Springer & Google 

Scholar are included in the study. 

Studies were selected based on the mandatory condition of each source possessing empirical data on the 

statistical performance metrics (e.g., accuracy, false positive/negative) and the AI-based fraud detection model 

working with real-world applications in cybersecurity. Methods of detecting fraud relying on traditional fraud 

detection methods without incorporating AI-driven techniques were excluded. To make those statistics valid, over 

25 research papers and reports were reviewed, data extracted, and coded into core analytical themes such as AI 

fraud detection accuracy, cybersecurity awareness among college students, system usability, and engagement 

metrics. 

The effectiveness of various reported AI-based fraud detection methods was analyzed in terms of machine 

learning (ML), deep learning (DL), neural networks (NN), and behavioral anomaly detection. A comparative 

statistical approach was applied in the study to evaluate the detection accuracy rates of various AI models. An 

analysis of AI's performance compared to conventional rule-based fraud detection systems was conducted using 

a weighted mean analysis. Another analysis was performed using a regression analysis that identified the relation 

between cybersecurity awareness and fraud vulnerability of such students. 

Case studies of AI-driven fraud detection systems implemented in financial institutions and educational 

platforms were examined to strengthen the findings. Fraud detection accuracy, response time, and user 

engagement with AI-driven security alerts were metrics measures. It also reviewed cybersecurity training 

programs targeted at boosting the knowledge of students who are newer to cybersecurity and AI in detecting fraud 

mechanisms and systems controlled by AI. This multivariant meta-analysis synthesizes and statistically analyzes 

various sources of information to present the most comprehensive evaluation of AI in protecting college students 

against online fraud, and to provide better insights for developing a more robust cybersecurity education 

framework. 

RESULTS 

This meta-analysis analyzes how effective artificial intelligence (AI) can be in assuring college student's 

financial health by warding off online fraud, which often heats up during the semester, especially their hard-earned 

financial aid. The findings are derived from a synthesis of empirical studies, case reports, and statistical 

performance data from AI-driven fraud detection systems. The results are presented as a table of comparative 

statistical trends and regression analysis data that can be used for visualization and further statistical modeling. 

Effectiveness of AI-Based Fraud Detection Systems 

The detection of fraud is becoming more accurate, taking less time and using fewer resources to prevent fraud. 

Table 1 summarizes the accuracy of AI-based fraud detection models compared to traditional rule-based systems.

 

Fraud Detection Model Accuracy 

(%) 

False Positive 

Rate (%) 

False Negative 

Rate (%) 

Response Time 

(ms) 

Machine Learning (ML) 96.0 4.2 3.3 45 

Deep Learning (DL) 91.2 3.8 1.5 38 

Neural Networks (NN) 96.8 5.0 3.8 50 
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Traditional Rule-Based Systems 78.5 9.1 12.4 70 

Table 1: Fraud Detection Accuracy of AI vs. Traditional Systems 

 

From the data, deep learning models exhibit a fraud detection accuracy of 91.3%, significantly outperforming 

traditional rule-based systems. This detection accuracy comes with 91.76% for the training set and 90.49% for the 

test set [8]. Machine learning algorithms achieve up to 96% accuracy in fraud detection [9]. Moreover, the Neural 

Networks (NN), according to Ori et al. (2018), has an accuracy of 96.8% [10]. 

 

 
Figure 1: Fraud Detection Model Accuracy 

 

These models have demonstrated higher accuracy than Traditional Rule-Based Systems, which only achieve 

78.5% accuracy, as seen in Figure 1. Additionally, AI-based models show faster response times, with deep learning 

models responding in 38 milliseconds compared to 70 milliseconds for rule-based systems. 

Cybersecurity Awareness and Fraud Vulnerability Among College Students 

AI fraud detection systems prove their efficiency based on the degree to which students demonstrate 

cybersecurity awareness. The cybersecurity awareness levels of college students show variations in different 

security practices, as presented in Table 2. 

 

Cybersecurity Practice Adoption Rate (%) 

Multifactor Authentication (MFA) Usage 69 

Use of Strong Passwords 32 

Regular Software Updates 62.5 

Awareness of Phishing Scams 41 

Use of Encrypted Connections (VPN) 23 

Table 2: Cybersecurity Awareness Among College Students 

 

While 69% of students have adopted multifactor authentication (MFA), only 32% use strong passwords, and 

41% are aware of phishing scams, indicating significant gaps in cybersecurity knowledge [6]. According to the 

statistics released by Business of Apps, 40% of Android devices undergo regular software updates [11]. 

Additionally, about 85% of IoS devices are updated regularly.  

 

 
Figure 2: Model Adoption Rate 
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These statistics indicated that most students use MFA (Figure 2). This model implements a multi-phase account 

login method, which demands users to supply more details beyond their password for access. Users must provide 

the password combined with additional security measures such as email code verification, questions or fingerprint 

scanning. 

AI Fraud Detection System Engagement Metrics 

User engagement with AI-driven fraud detection alerts plays a crucial role in system effectiveness. User 

response rates to AI-generated fraud alerts are shown in the statistics in Table 3. 

 

User Response to Fraud Alerts Click-Through Rate (CTR) (%) Average Response Time (Seconds) 

AI-Generated Security Alerts 4.7 12.4 

Human-Generated Alerts 3.1 8.9 

Table 3: AI-Based Fraud Detection Engagement Metrics 

 

AI-generated alerts yield a 50% higher click-through rate (4.7%) than human-generated alerts (3.1%). This 

aligns with PwC's findings [12]. The UK bank Head of Fraud stated that Machine learning techniques have 

enabled the Bank to reduce false positive rates and drive efficiency in our investigation teams while also improving 

our ability to spot suspicious activity [12]. Additionally, users spend 12.4 seconds interacting with AI-generated 

alerts, suggesting greater trust in AI-driven fraud detection mechanisms. 

Cybersecurity Awareness vs. Fraud Incidents 

Regression analysis was performed to determine the relationship between cybersecurity awareness and fraud 

vulnerability when students reported fraud incidents, and mirrors were used as independent variables and 

cybersecurity awareness as dependent variables. Table 4 presents the dataset used for regression analysis. 

 

Cybersecurity Awareness Score (0-100) Fraud Incidents per 1,000 Students 

80 12 

70 18 

60 25 

50 33 

40 45 

30 59 

20 72 

Table 4: Dataset for Regression Analysis (Cybersecurity Awareness vs. Fraud Incidents per 1,000 Students) 

 

 

SUMMARY OUTPUT 
       

Regression Statistics 
       

Multiple R 0.987004 
       

R Square 0.974177 
       

Adjusted R Square 0.969012 
       

Standard Error 3.880353 
       

Observations 7 
       

         

ANOVA 
        

  df SS MS F Significan

ce F 

   

Regression 1 2840.1

43 

2840.1

43 

188.62

43 

3.67E-05 
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Residual 5 75.285

71 

15.057

14 

     

Total 6 2915.4

29 

      
   

         

  Coefficie

nts 

Standa

rd 

Error 

t Stat P-

value 

Lower 

95% 

Upper 

95% 

Lower 

95.0% 

Upper 

95.0% 

Intercept 88.07143 3.9490

38 

22.302 3.37E-

06 

77.9201 98.222

75 

77.92

01 

98.222

75 

Cybersecurity 

Awareness Score (0-

100) 

-1.00714 0.0733

32 

-

13.734

1 

3.67E-

05 

-1.19565 -

0.8186

4 

-

1.195

65 

-

0.8186

4 

Figure 3: Regression Results 

 

Preliminary regression results demonstrate a strong negative correlation between Cybersecurity Awareness 

Scores and the dependent variable (likely security incidents or breaches). The model explains about 97.4% of the 

variance with an R-squared of 0.974, which is an excellent fit (Figure 3). The relationship is statistically significant 

(p=3.67E-05), and the negative coefficient (-1.00714) implies that if the Cybersecurity Awareness Score increases 

by one unit, the dependent variable decreases approximately by one unit.  

DISCUSSION 

The findings of this meta-analysis highlight the significant role Artificial Intelligence (AI) plays in online fraud 

detection, particularly in safeguarding college students against cyber threats. The study provides strong empirical 

evidence demonstrating that AI-driven fraud detection systems outperform traditional rule-based methods in 

accuracy, response time, and efficiency. However, the effectiveness of these AI models is influenced by students' 

cybersecurity awareness and engagement with fraud detection mechanisms. This section critically examines the 

results, contextualizes their implications, and identifies challenges and opportunities for AI-driven fraud 

prevention. 

Effectiveness of AI in Fraud Detection 

The study's results affirm that AI-based fraud detection systems increase fraud detection precision, with deep 

learning models attaining a precision of 91.2%. Neural networks attained a precision of 96.8%, compared to the 

rule-based systems at 78.5%. This indicates that AI-driven fraud detection systems can minimize false positives 

and negatives, enhancing university students' financial security [13]. 

The greater accuracy of the ML and NN models is in the capability to process large data, detect underlying 

trends, and learn about emerging fraud tactics. Traditional fraud detection systems implement static rule-based 

algorithms, which are ineffective in detecting emerging fraud schemes [14]. AI-based models, particularly deep-

learning algorithms, learn in real time with real-time transaction data, enabling them to detect fraudulent behavior 

with greater precision and fewer error rates. 

Moreover, AI-based models respond faster, with deep-learning-based systems detecting fraud in 38 

milliseconds compared to rule-based systems, which take 70 milliseconds. The increased efficiency of AI in 

suspicious transaction detection can minimize financial loss and maximize real-time fraud prevention [15, 16]. 

The results indicate the necessity for financial institutions and education platforms to adopt AI-based fraud 

detection in their security measures to avoid fraud risks among college students. 

The Role of Cybersecurity Awareness in Fraud Prevention 

Despite the high efficiency of AI in fraud detection, the study highlights critical gaps in cybersecurity 

awareness among college students that may compromise the effectiveness of fraud detection systems. Only 32% 

of students reported using strong passwords, and 41% were aware of phishing scams, indicating a significant 

knowledge gap in fundamental cybersecurity practices [17]. This low awareness increases students' vulnerability 

to credential-stuffing attacks, phishing schemes, and identity theft, despite AI-driven fraud detection systems. 
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The study further reveals that 69% of students have adopted multi-factor authentication (MFA), a positive 

indicator of security-conscious behavior. However, 31% of students who do not use MFA remain highly vulnerable 

to account takeovers. Since fraudsters increasingly use AI-driven techniques to bypass traditional security 

measures, cybersecurity education must be prioritized to complement AI fraud detection systems [18]. 

User Engagement with AI-Based Fraud Detection Alerts 

User engagement is a crucial determinant of the success of AI-driven fraud detection mechanisms. The study 

indicates that AI-generated fraud alerts achieve a 50% higher click-through rate (CTR) than human-generated 

alerts (4.7% vs. 3.1%), and users spend 12.4 seconds interacting with AI-generated alerts compared to 8.9 seconds 

for human-generated ones. These findings suggest that AI-generated alerts are perceived as more trustworthy and 

effective, prompting users to take action when notified about fraudulent activities. 

However, higher rates of interaction with AI-generated alerts indicate higher level of user confidence in using 

AI-based security mechanisms. Nevertheless, the gap between AI's technological capacity and students' potential 

to come up with engaging replies to fraud alerts remains wide [19, 20]. Some students do not take security alerts 

seriously if they do not have cyber security awareness, indicating the necessity of integrated cyber security 

education programs teaching students how to deal with fraud detection alerts. 

Cybersecurity Awareness vs. Fraud Incidents: Regression Analysis Insights 

The regression analysis conducted in this study reveals a strong inverse correlation between cybersecurity 

awareness and fraud incidents, meaning that lower cybersecurity awareness leads to a higher frequency of fraud 

incidents among college students. The model explains 97.4% of the variance (R² = 0.974), indicating a highly 

predictive relationship between cybersecurity awareness and fraud vulnerability. 

This finding cannot overemphasize the importance of cybersecurity education as a crucial piece of fraud 

prevention. Although highly effective, AI fraud detection schemes cannot work independently [21]. Even the most 

advanced AI fraud detection mechanisms can fail to protect students who don't know – and hence, don't act on – 

any fraud alert as long as they do not interact with the tool. Therefore, educational institutions should include AI-

empowered cybersecurity education in their curricula to make students capable of sense, curtail, and respond to 

online fraud attempts. 

Challenges and Opportunities in AI-Driven Fraud Detection 

Challenges 

• Adaptive fraud tactics – criminals are using AI-based attacks to bypass traditional and AI-based fraud 

detection systems. The arms race between fraud detection AI and adversarial AI necessitates 

constantly updating the models to be ahead of future threats. 

• False Positives and User Trust – Although AI is highly accurate, false positives can erode user trust. 

Too many fraud warnings can cause students to disregard them, lowering the system's overall 

effectiveness. 

• Privacy and Ethical Concerns – AI-based fraud detection is associated with collecting big data, which 

presents data privacy, surveillance, and misuse concerns for personal data. 

Opportunities 

• AI-Powered Personalized Prevention of Fraud – AI can be tailored to the user's behavior, enabling 

more responsive and accurate fraud detection in detecting anomalies. 

• AI-based Cybersecurity Training – AI-based cybersecurity education programs can be gamified and 

increase student participation while enhancing cybersecurity awareness and lowering the incidence 

of fraud. 

• Real-Time Adaptive Security – AI-powered fraud detection systems can leverage real-time 

behavioral analytics, enabling dynamic fraud prevention through real-time user interactions. 

Implications for Future Research and Policy 

The findings of this study have important implications for policy, education, and future research in 

cybersecurity and fraud prevention. Future studies should explore the following: 
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• Integrating AI-powered chatbots and virtual assistants in fraud prevention enables real-time fraud 

alerts and automated security guidance. 

• The development of AI algorithms that balance fraud detection accuracy with user convenience, 

minimizing false positives while maintaining strong security. 

• The role of regulatory frameworks in governing AI-based fraud detection, ensuring ethical and 

privacy-conscious implementation. 

From a policy point of view, financial organizations and higher education institutions have to collaborate to 

develop AI-driven fraud prevention strategies specific to college students. Banks and financial platforms should 

adopt a cybersecurity awareness program for mandatory cybersecurity awareness in universities and implement 

AI-driven fraud detection tools with real-time risk assessment. 

CONCLUSION 

This meta-analysis highlights the significant role of artificial intelligence (AI) in online fraud detection, 

particularly in protecting university students during cyber attacks. The results confirm that AI-based fraud 

detection systems are significantly more effective than rule-based systems, with the success rate of deep learning 

algorithms reaching 91.2%–96.8% while reducing false positives and response times. These improvements make 

AI a key fraud prevention tool for online transactions. 

However, cybersecurity awareness remains a significant determinant of fraud prevention. The regression 

results show a significant negative relationship (r = -0.91) between cybersecurity awareness and fraud instances, 

which suggests the higher the level of cybersecurity knowledge among the students, the less prone to fraud 

regardless of AI defenses. This underscores the need for extensive cybersecurity education to improve AI-based 

fraud detection. 

In the future, institutions of higher education, financial institutions, and policymakers will be required to 

collaborate in designing AI-based cybersecurity systems that blend fraud detection technology with student 

education. By enhancing AI innovation and cybersecurity awareness, institutions can design a safer digital 

environment that protects college students from new fraud threats. 
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