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Abstract:

Introduction: Browser exploitation exploits vulnerabilities in web browsers, posing threats to user privacy and
security. In response to these challenges, browser extensions have emerged as potential tools for strengthening
defenses against such threats.

Objectives: This paper evaluates the efficacy of browser extensions in defending against spear phishing attacks
and browser exploitation techniques targeting home users.

Methods: Utilizing the ZPhisher toolkit in Kali Linux for spear phishing simulations and the BeEF framework
on Ubuntu VMWare for browser exploitation, the study assesses various browser extensions' performance in
detecting and blocking phishing attempts and preventing exploitation.

Results: The research identifies SafeToOpen Online Security and Criminal IP: Al-Based Phishing Link
Checker as effective in phishing detection, while NoScript proves successful in browser exploitation
prevention. These extensions demonstrate proactive defense mechanisms, alerting users to threats and blocking
malicious connections.

Conclusions: The evaluation of various extensions revealed notable effectiveness in mitigating these threats,
with SafeToOpen Online Security emerging as a preferred option for phishing detection and NoScript for
browser exploitation prevention. The simulated spear phishing attack and browser exploitation utilizing
ZPhishing on Kali Linux and BeEF on Ubuntu VMWare demonstrated that these extensions offer proactive
defense mechanisms. The researchers recommend educating users on browser security, ensuring regular
extension updates, and integrating machine learning for enhanced threat detection. Browser extensions offer
accessible and effective defenses against evolving cyber threats, safeguarding users' privacy and security in the
digital realm.

Keywords: Phishing, ZPhisher, Browser Extensions, Phishing detection, Browser exploitation framework
(BeEF)

INTRODUCTION

In today's technological era, many digital natives, particularly home users, are vulnerable to sophisticated phishing
attacks and browser exploitation techniques. Spear Phishing poses a significant risk to individuals by targeting them
with tailored deception tactics. Concurrently, browser exploitation exploits vulnerabilities in web browsers, posing
threats to user privacy and security. In response to these challenges, browser extensions have emerged as potential
tools for strengthening defenses against such threats. However, the efficacy of these extensions in mitigating risks
remains to be determined, necessitating a comprehensive evaluation.

OBJECTIVES

This study's main objective is to assess the effectiveness of browser extensions in mitigating spear phishing attacks
and browser exploitation for home users. The study specifically aims to address the following:

e Evaluate the performance of different types of browser extensions in detecting and blocking phishing
attempts targeting home users, as well as analyze their capability in identifying and neutralizing browser
exploitation attempts aimed at the same demographic.
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o ldentify the most effective browser extensions based on consistent and accurate phishing detection and
exploitation prevention results.

e Provide recommendations for enhancing the usability and effectiveness of browser extensions as accessible
mitigations against cyber threats for home users.

SCOPE OF THE STUDY

This study assesses the effectiveness of browser extensions in mitigating phishing attacks and browser
exploitation without a preference for a particular browser. Various extensions, including Chrome extensions, Firefox
add-ons, and others, will be considered based on their relevance and popularity among home users. The evaluation
will prioritize the accuracy of phishing detection and exploitation prevention, focusing on usability for individuals
with varying levels of technical expertise. The simulation attacks were conducted utilizing Kali Linux and Ubuntu
virtual machines, leveraging the potent capabilities of the BeEF (Browser Exploitation Framework). Specifically, Kali
Linux was employed for spear phishing attacks using Zphisher tool, while Ubuntu was utilized for browser
exploitation via BeEF. However, the study's findings may be limited by extension availability, compatibility with
different browsers, and evolving cyber threats. Additionally, while the study aims to propose recommendations for
improving extension effectiveness, it acknowledges that extensions serve as mitigations rather than definitive solutions
to the security issues of phishing attacks and browser exploitation.

LITERATURE REVIEW
Phishing Attacks

Phishing attacks pose a persistent threat to internet users and can have severe consequences. These attacks involve
scammers using deceptive tactics, such as fake emails and websites, to trick people into revealing their personal
information. Phishing is akin to fishing in a lake, but the goal is to catch personal data instead of fish. Phishing is a
significant cyber threat that costs billions in damages annually, and it relies on a combination of social engineering
and technology to exploit unsuspecting internet users [1]. Given the augmented probability of attacks stemming from
the complex Windows environment, the study explores various attack vectors and exploitation methods within
browser security research. Differing the vulnerabilities specific to different browser engines and design flaws.
Furthermore, the study outlines different strategies for evaluating browser security and conducting research, utilizing
multiple attack vectors while considering the latest protective measures and identified vulnerabilities [2]. The study
delves into the exploitation of large language models (LLMs), notably GPT-3.5 and GPT-4, for spear phishing, a
malicious activity aimed at coercing individuals into divulging sensitive information. Spear phishing involves highly
targeted attacks, often personalized to deceive specific individuals or organizations. The research explores how LLMs
can aid various stages of spear phishing, including reconnaissance and message generation. By crafting customized
spear phishing messages for over 600 British Members of Parliament, the study showcases the potential scalability
and cost-effectiveness of using LLMs for such nefarious purposes. The findings underscore the pressing need for
robust defenses against spear phishing, particularly considering emerging Al-driven threats [3]. Agazzi (2020)
explores the pervasive threat of phishing and spear phishing attacks in cyber espionage, which have accounted for
over 91% of cyberattacks since 2012. It delineates the tactics attackers employ in five steps to maximize their success
rates. Additionally, the research highlights four layers of protection against these social engineering attacks. The first
two layers encompass automated and decision-aid tools, while the third emphasizes users' knowledge and expertise in
identifying and mitigating threats. Lastly, the study stresses the significance of implementing multi-factor
authentication as an external layer of defense, providing an additional barrier against phishing and spear phishing
attempts [4].

Home users are individuals of varying ages and technological proficiency who utilize personal computing devices,
smart home technologies, and internet-connected services for domestic purposes. They engage in activities such as
online communication, entertainment streaming, financial transactions, and remote work or learning from their
residential environments. Home users often interact with many digital platforms and devices, including smartphones,
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computers, smart TVs, home assistants, and 10T (Internet of Things) devices. Their cybersecurity posture plays a
crucial role in protecting personal data, privacy, and digital assets from cyber threats such as malware, phishing
attacks, ransomware, and unauthorized access. Therefore, effective cybersecurity measures for home users encompass
awareness, education, and proactive defense strategies tailored to their diverse needs and technological literacy levels
[5]. Douha et al. (2023) study analyzed the attitudes and preferences of adult smart-home users regarding
cybersecurity awareness training and incentives for adopting secure practices. It reveals that cultural factors
significantly influence users' willingness to engage in training and their views on its importance across different
demographics. Moreover, users show a preference for nonfinancial incentives, indicating alternative approaches may
be more effective in promoting cybersecurity behaviors. These insights can guide information security professionals
in designing culturally sensitive training programs and assist governments in developing incentives to enhance
cybersecurity adoption among smart-home users. Ultimately, the research underscores the necessity of considering
cultural nuances in cybersecurity initiatives for smart-home users, fostering a safer digital environment [6].

Phishing Detection and Prevention

Nadeem M et al. (2023) explore the evolution of phishing tactics from basic methods to more advanced forms
like spear phishing and assess their effects through real-world examples. User education, email filtering, multi-factor
authentication, regular system updates, heuristic analysis, and SIEM systems are vital phishing detection and
prevention strategies amidst evolving social engineering tactics and increasingly targeted attacks [7]. The Facebook
Spam Detection Extension Tool is a browser extension designed to combat spam and phishing on Facebook by
analyzing content and behavioral patterns. It aims to improve the user experience and security on the platform by
identifying and filtering out spam and potential phishing attempts, which can involve deceptive messages and unusual
behavior. This tool enhances safety for Facebook users by preventing device damage and protecting against phishing
threats [8]. The study by Tang (2022) presents the design and development of a machine learning-based framework
to detect phishing websites. Phishing, a type of cyber-attack, involves tricking users into divulging personal
information by clicking on deceptive links sent via emails or social media messages. While machine learning has been
increasingly used for detecting phishing links, existing approaches often need to be revised to include limitations such
as reliance on outdated or poorly characterized datasets. To address this, the framework introduced in this thesis
integrates multiple detection strategies, including whitelist, blacklist, heuristic rules, and machine learning models to
enhance accuracy and flexibility. The study evaluates the performance of various machine learning models and
concludes that the Gated Recurrent Units (GRU) model achieved the highest accuracy of 99.18%. Additionally, the
framework incorporates expert-driven heuristic rule-based strategies with new HTML-based features. A prototype
with a browser extension is developed to provide real-time detection results to users [9]. Ganal et al. (2023) introduce
PhisherHunter, a tool designed for automatically detecting phishing websites and preventing user abuse. Phishing
websites replicate real ones, tricking users into disclosing personal data. PhisherHunter employs four detection
methods, achieving a successful detection rate of 95.4%, primarily through examining newly registered websites. In
terms of active defense, the tool automatically identifies hosting companies to halt publication (98% success rate),
employs an active honeypot technique to track information (92% success), and uses fake data to poison phishing
websites (92% success). These methods aim to mitigate the threat posed by phishing attacks, enhancing online security
[10].

Browser Exploitation Framework (BeEF)

A recent study from Fowdur et al. (2024) has discussed a novel browser extension employing Machine Learning
(ML), notably Support Vector Machine (SVM), to effectively detect Cross-site scripting (XSS) attacks and various
irregularities within recently installed extensions, with notable accuracies of 99.5% for malicious script detection,
alongside the development of a Windows application in Java for real-time monitoring of suspicious network activities
originating from these extensions [11]. Zonta et al. (2024) investigate the threat posed by malicious browser extensions
and links, emphasizing their ability to compromise Internet security by accessing user data without consent and the
challenges in combatting these extensions due to their stealthy behavior post-installation. It also evaluates various
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detection methods, including intrusion detection, machine learning, and deep learning techniques, to address the risks
associated with malicious extensions. By stressing the importance of proactive detection in cybersecurity, the study
provides insights for developing robust strategies to protect web browsers from evolving threats. Furthermore, it offers
a detailed comparison of different detection approaches, which informs our research on assessing the effectiveness of
browser extensions in countering phishing attacks and browser exploitation [12]. Malviya et al. (2021) developed a
web browser prototype with a classification capability to counter Cross-Site Scripting (XSS) attacks. The browser
addresses the absence of real-time XSS mitigation tools by employing machine learning techniques to classify web
pages as malicious or non-malicious. The study's classification experiments demonstrate superior accuracy, precision,
recall, and F1-score performance compared to alternative methods. Utilizing the open-source WebK:it, the study
implements the browser and evaluates the minimal overhead generated by the classification module during real-time
browsing. This prototype offers a practical solution for researchers and end-users, enhancing browser security amidst
the pervasive threat of XSS attacks and contributing to browser exploitation and mitigation techniques advancements
[13]. Mimura and Yamasaki (2022) address the issue of cross-site scripting (XSS) attacks, emphasizing their
prevalence and the often-overlooked client-side vulnerability aspect. While many investigations have focused on
server-side vulnerability, evaluating client-side vulnerability is equally important. The proposed method utilizes the
Browser Exploitation Framework (BeEF) to automate the audit process, providing effective client-side attack vectors.
In leveraging the RESTful API, the method enables remote testing of client computers, proposing a comprehensive
evaluation of the impact of XSS vulnerability beyond merely updating browsers and operating systems. The
experimental results demonstrate the effectiveness of the proposed method in assessing client-side vulnerability
against XSS attacks [14].

Ubuntu and Kali Linux VMWare

In Burgess and Sezer's (2023) study on browser and web-based threats, the choice of Ubuntu VMware reflects a
deliberate effort to establish a secure and controlled research environment. Operating within Ubuntu's Linux-based
ecosystem offers advantages such as robustness, flexibility, and access to numerous open-source security tools. This
setup enables an in-depth analysis of browser exploitation techniques and vulnerabilities. Ubuntu's compatibility with
various web browsers and security frameworks, the researchers developed custom experimental frameworks to
simulate real-world attack scenarios and evaluate defense mechanisms effectively. Moreover, Ubuntu VMware likely
facilitated ethical hacking and penetration testing, allowing researchers to identify and exploit vulnerabilities in web
applications while ensuring data integrity for forensic analysis. It is essential to employ versatile and secure platforms
like Ubuntu VMware in security research to address evolving cyber threats effectively [15]. In Softi¢ et al. (2022)'s
study examines the vulnerabilities of Windows 10 and its resilience against cyber-attacks. It utilizes CVE data and
vulnerability reports to gauge the operating system's security performance. Metasploit and Nmap are employed for
penetration testing and intrusion experiments within a simulated environment. Kali Linux serves as the platform for
conducting these simulation attacks, focusing on various aspects such as information gathering, scanning, vulnerability
selection, and launching attacks to gain access to the operating system. Despite installing the latest Windows 10
version, the study finds that complete protection against attacks is not guaranteed, accentuating the need for further
research to identify vulnerabilities and recommend better security solutions [16].

METHOD

The study conducted a simulated attack on a secured virtual machine environment. The tools used are VMWare,
Kali Linux, Ubuntu, ZPhisher, and BeEF (Browser Exploitation Framework). Figure 1 and 2 show the process of how
the attack was simulated.
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Figure 2. Browser Exploitation using BeEF Process
Phishing Attack Procedure

The first step in conducting the attack is to set up the VMWare Kali Linux. The tool that was used for the phishing
attack is Zphisher. This tool was chosen by the researchers since it is easy to execute and is compatible with Kali
Linux.

From the attacker's perspective, the starting point is to set up the phishing kit by cloning the Zphisher repository
from GitHub to a Kali Linux computer and installing the necessary components listed in the Zphisher instructions.
After Zphisher is configured, the researchers launch the Zphisher script, bash zphisher.sh, by navigating to the
Zphisher directory (see Figure 3). Select the phishing template—such as a Netflix login page—by completing the on-
screen instructions (see Figure 4). Begin the phishing attack by running Zphisher. It will produce a phishing link for
the clone website and manipulate the target to visit the phishing page (see Figure 5). The researchers create a Gmail
dummy account where the malicious link will be sent.
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~f/zphisher
zphisher.sh

Figure 3. Script to start Zphisher

Figure 4. Zphisher Website Templates

Figure 5. Zphisher Generated Malicious Link

The researchers set up a fake Gmail account to send the target phishing email. After creating the fake Gmail
account, sign in and write a believable phishing email subject line and body (see Figure 6). Next, attach the Zphisher-
generated phishing link to the email and send it to the intended recipient's email address.
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Figure 6. Fake Email for Phishing Attack

The victim will receive the phishing email in their inbox. Upon receiving the email, they assess the subject line and
message to determine if it looks legitimate. If the email appears convincing, they may click on the malicious link
provided in the email. Clicking on the link redirects them to the phishing page created by the attacker using Zphisher
(see Figure 7). Believing the phishing page to be legitimate, they will enter their login credentials, such as their Gmail
username and password.

Sign In
Email

Password

Figure 7. Fake Website

The target had no idea that the phishing page stores their login details. Users can be sent to a genuine website after
inputting their credentials. The attacker can access the compromised credentials from the Zphisher logs, and they can
be used maliciously. This simulation highlights browser extensions' significance in mitigating such attacks by showing
how simple it is to carry out a phishing attack using Zphisher.

Browser Exploitation Procedure

The first step in the browser exploitation attack was conducted in a controlled environment, which is the Ubuntu
Virtual Machine. After installing the BeEF, Browser Exploitation Framework, the attacker had to set up their hooked
webpage. When everything has been set up accordingly, the attacker is now ready to proceed with the attack. As you
can see in Figure 9, the attacker has opened the terminal to start the BeEF, by entering “sudo ./beef”.
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As you can see in Figure 8, the next step starts with the attacker opening the Ul URL link to access the control
panel of BeEF. However, in order to access the control panel of the BeEF, the attacker needs to authenticate themselves
in the login page of the BeEF panel. The login credentials can be found within the contents of the “config.yaml”. After
entering the correct credentials, the webpage displays the dashboard of the control panel of BeEF. Figure 6 shows the
dashboard of the control panel of BeEF. As shown in Figure 9, please pay close attention to the hooked Browsers,
located in the left side of the interface. This indicates whether a hooked webpage was visited by a browser. As you
can see in Figure 10, there are currently no hooked browsers or webpages that have been visited.
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The next step is to trick the target to open the hooked webpage and exploit their browser. Once the target user
opens the hooked webpage in their browser, it will reflect in the BeEF Hooked Browsers tab. After this step, the
attacker may click on the target’s browser in the Hooked Browsers tab to execute commands that will exploit or
manipulate the target’s browser. The list of commands for the selected Hooked Browsers is as seen in Figure 10. Some
of the commands that are available to execute by the attacker to the target are Get Cookie, Get data from textfield,
redirect webpage, create alert dialogs, detect extensions and popup blocker, and many more. By following all these
steps, the attacker has and can successfully attack and exploit the target user’s browser.
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Figure 10. Commands Tab of Selected Hooked Browser

As for the viewpoint of the target user, figure 11 shows the sample webpage that the attacker created to fool the
target user. You can also see in Figure 8 an alert dialog box which was executed by the attacker.

192.168.1.103:3000 says

Please sign in to continue

Figure 11. Victim’s Viewpoint
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RESULTS AND DISCUSSION

In the defense against simulated spear phishing attacks and browser exploitation, the study identified three
browser extensions that showed effectiveness in mitigating these threats. Among these extensions, two were found to
be effective against phishing attacks, while one was effective for browser exploitation prevention. Figures 12 show
how the extensions will be used to prevent the spear phishing attacks and browser exploitation from luring victims.
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Figure 12. Phishing Attack Mitigation Flow > Browser Exploitation Mitigation Flow

BROWSER EXTENSIONS FOR PHISHING AND BROWSER EXPLOITATION

SafeToOpen Online Security

The first extension, "SafeToOpen Online Security," demonstrated robust performance in detecting phishing sites.
Upon encountering a suspicious website, the extension generates an alert popup, informing the user that the site is
potentially malicious. The alert popup message can be seen in Figure 13. The user is then presented with the option to
ignore the warning or close the page, thereby providing a proactive defense mechanism against phishing attempts.
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Figure 13. SafeToOpen Online Security Extension Popup Alert
Criminal IP: Al Based Phishing Link Checker

The second extension, "Criminal IP: Al Based Phishing Link Checker," also exhibited functionality in identifying
potential phishing sites. However, unlike the SafeToOpen extension, Criminal IP does not block access to the website
outright. Instead, it provides users with a percentage or probability indicating the likelihood that the site is a phishing
site, allowing users to make informed decisions regarding site trustworthiness. Figure 14 displays an example of
Criminal IP extension.

Figure 14. Criminal IP: Al Based Phishing Link Checker Extension

While both extensions offer phishing detection capabilities, the study recommends “"SafeToOpen Online Security"
as the preferred option due to its proactive approach in alerting users to potential threats and providing options for
action.

NoScript

For browser exploitation prevention, the study identified the "NoScript" extension as an effective defense measure,
which can be seen in Figure 17. NoScript operates by blocking connections between the hooked webpage and the
BeEF framework, thereby preventing the execution of commands and manipulation of the target browser.
Consequently, interactions with the hooked webpage are rendered ineffective, as commands from the BeEF framework
fail to register without a connection established, as seen in Figure 15.

The registered Hooked Browser is a browser from the same machine (Ubuntu VM) which didn’t enable any
extensions. Notice that there is no Hooked Browser registered in a Windows Machine, this proves that the extension
proved successful.
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Figure 15. NoScript Extension

The effectiveness of NoScript in thwarting browser exploitation attempts underscores its utility as a defensive tool
against sophisticated attack vectors. By preemptively blocking malicious connections, NoScript enhances browser
security and mitigates the risk of exploitation.

CONCLUSION AND RECOMMENDATION

In conclusion, browser extensions play a significant role in defending against spear phishing attacks and browser
exploitation. The evaluation of various extensions revealed notable effectiveness in mitigating these threats, with
SafeToOpen Online Security emerging as a preferred option for phishing detection and NoScript for browser
exploitation prevention. The simulated spear phishing attack and browser exploitation utilizing ZPhishing on Kali
Linux and BeEF on Ubuntu VMWare demonstrated that these extensions offer proactive defense mechanisms.
SafeToOpen Online Security promptly alerts users to potential phishing sites, empowering them to take necessary
actions to protect their information. On the other hand, NoScript effectively blocks malicious connections, thereby
thwarting browser exploitation attempts.

Overall, based on the research's findings, the following recommendations are proposed to enhance the usability
and effectiveness of browser extensions in countering cyber threats for home users such as by educating users about
the importance of browser security and the role of extensions in protecting against threats can empower them to make
informed decisions while browsing. Developers should prioritize regular updates and improvements to ensure that
browser extensions remain effective against evolving cyber threats. Incorporating machine learning algorithms into
browser extensions can enhance their ability to detect and mitigate emerging threats by analyzing real-time patterns
and behaviors. Ensuring compatibility with various browsers will expand the reach and accessibility of browser
extensions, allowing more users to benefit from enhanced security measures. Encouraging user feedback and
collaboration within the developer community can facilitate the identification of vulnerabilities and the
implementation of robust security measures in browser extensions. Browser extensions can serve as accessible and
effective mitigations against the ever-growing spectrum of cyber threats, safeguarding users' privacy and security in
the digital landscape.
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