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Abstract—The rapid development of digital banking has not only enhanced convenience for users but also
amplified the challenge of protecting against fraud, which remains both expensive and harmful for banks,
customers, and partner organizations. Fraud detection systems addressing these issues with large-scale and field-
wide transaction records are extremely helpful. However, developing effective and practical fraud-detection
systems poses three major challenges. First, defining a learning target based on business or field requirements is
crucial for achieving a truly useful system. Second, support from business expertise is essential for understanding
features that are difficult to extract automatically, particularly those concerning certain fraud types. Finally, high-
quality and genuinely large training sets are difficult to obtain.

The employement of Deep Learning as the main tool in fraud detection is particularly suitable for three reasons:
(1) the availability of a truly large-scale transaction dataset, (2) wide enough temporal coverage of the dataset to
capture both stable and evolving user behavior, and (3) the repetition characteristic of fraud types that permits
formal modeling of fraud scenarios. A supervised-learning approach has been used to detect common types of
fraudulent transactions at individual point-in-time locations. A recurrent deep-learning model has been designed
to identify more complex fraud types based on human-usage characteristics over time. Furthermore, transaction-
level features, engineered on the underlying transaction data with the support of domain expertise, have been
employed to help in detecting various types of fraud including text-related and risk-related frauds.
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1. INTRODUCTION

With the growth of e-banking services, banks are exposed to fraud attacks such as forgery, account takeover attacks, money
laundering, and hacking. Fraud detection in digital banking transactions has become a crucial area of research. Important
precautions are necessary to protect banks and customers from irreversible financial losses because fraud detection systems in
the real world have not attained high enough accuracy to assist financial fraud managers in responding quickly to transactions
containing possible fraud patterns.

Intelligent fraud detection (IFD) systems use deep learning techniques and machine learning models built on transaction history
pattern information to detect fraudulent transactions. A selected set of systematic review contributions shows that these methods
provide promising strategies and yield excellent results in comparison with traditional systems. The systematic review also
provides an overview of deep learning approaches used for intelligent fraud detection across different domains to detect such
electronic fraud by classifying transactions as either fraudulent or legitimate.
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2. Overview of Digital Banking Fraud Landscape

Fraud in digital banking can emerge from various channels, including online banking, mobile banking, and social engineering
scams, each hosting their own threats. Over its history, fraud has been mainly perpetuated by organized groups, but the arrival
of cryptocurrencies has simplified the masking of the money laundering processes, drawing in a plethora of new actors. In this
environment, anti-fraud systems must constantly adapt, utilizing and fusing the information gained from all available fraud
signals. Fraud indicators lurk under the surface of legitimate transactions, making detection challenging. Moreover, detection
systems are evolving, and the age of Machine Learning (ML) is set to revolutionize fraud detection.

Fraudulent transactions represent a small portion of the overall volume; hence, the greatest challenge in automatic detection
lies in the imbalance of the available dataset. The volume of data, however, is such that, from a statistical perspective, those
indicators can be detected and exploited for automatic systems. Digital banking fraud is a worldwide crime and a multi-channel
threat for financial institutions. It generates significant losses at operating and financial levels. Online banking fraud in
particular is a complex phenomenon: different threat actors exploit both the social trust in online banking services and the web
channel's inherent vulnerabilities. Besides the financial losses, the impact on the fraud victims is considerable, and financial
institutions strive to provide the highest level of protection for their customers.
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Fig. 2. Overview of the supervised fraud-detection pipeline described in the paper.
3. Fundamentals of Deep Learning in Fraud Detection

Deep Learning fundamentally relies on technology that allows computers to solve complicated problems by building high-level
abstractions from the data drawn on. Deep neural networks (DNNs) contain a massive number of parameters. Often, they are
endowed with several hidden layers and possess great modeling powers, making them prone to overfitting. As a consequence,
for a DNN to generalize effectively, it requires a huge amount of data. In addition to being data-hungry, DNNs are also
recognized for their poor generalizability on unseen classes, that is, they are sensitive to class imbalance. Furthermore, the
black-box nature of DNNs has raised serious challenges in their application to fraud detection in digital banking transactions.
Despite the challenges, tremendous engineering efforts resulted in very accurate DNN implementations.

Nature of a deep architecture invariably determines the types of data that can be effectively processed. DNNs use a rich set of
representations for naturally Class-structured data, while convolutional neural networks (CNNs) are recognized for the high-
performance processing of image data. Recently, recurrent neural networks (RNNs), long short-term memory, and gated
recurrent units have become prevalent in handling sequential data such as stock prices, text, and other time series. Indications
also exist of the successful application of a temporal model to fraud detection, thereby detecting frauds in account-takeover and
muleing. GCNs operate directly on graph-structured data yet. A GCN-based model detected muleing with good accuracy.
Advantageously, the training time can be much shorter than for counterparts, which are not augmented with subgraphs during
training.
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A. Supervised Learning for Transaction Classification

Supervised learning can be applied to binary or multi-class fraud classification. Supervising the classification process requires
a fraud labeling scheme that denes the possible categories of a transaction (transaction-level labels), or the fraud class of a user
at a particular time period (user-level labels). Supervision is generally achieved through the minimization of a cross-entropy
loss, which measures the divergence between predicted probabilities and true target classes. Evaluation is commonly performed
by calculating accuracy, precision, and recall on a separate validation hold-out set. The performance of supervised classification
methods relies on the selection of relevant input features, which capture the transaction’s characteristics and transactional
patterns.

Training data for classification can stem from an atack vector considered as a potential point of failure. For instance, account
takeover attacks can be fruitfully modeled through user-level labels, that discriminate between users that have been control of
the how malicious actors FA system can be exploited and previous indicators of fraudulent activity on the same accounts.

Mathematical Formulas:

Cross-entropy loss for supervised classification:
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4. Architectures and Models

Architectures supporting fraud detection share commonalities with applications in other domains. Varieties defined by
commercial architecture and transformation data sequence (e.g., image, audio, graph, textual) offer advantages and tradeoffs
influencing fraud detection performance, scalability, interpretability, and defenses against adversarial behavior. Key
architecture-related parameters include explainability (e.g., feature importance for end-users and regulators), temporal factors
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(including freshness of training data), involvement of latent representation (whose role and reliability), model capacity and its
scalability with incremental model evolution.

Success in fraud detection with neural networks suggests analyzing architectures explicitly designed for the task. Temporal
signaling is frequently accomplished with recurrent layers capable of modeling long dependencies in classification and
generation settings. Recurrent neural networks (RNNs) constitute the most generic sequential model. Models addressing
gradient-vanishing/explosion include long-short-term memory (LSTM) networks, gated recurrent units (GRUs), and multilayer
perceptrons shared among timesteps. Temporal convolution enables the exploitation of convolutions with sensitivity kernels
wrapping in temporal direction. Modern attention models, effector modules physical-intuition-free and transformer
architectures have dissimilar yet-interesting temporal behavior. An attention window facilitates feature selection in spatial-
fading manner, in other settings training attention activations preserves full sequence conditioning. Applied to transaction
sequence originated by a given bank account, RNNs and LSTMs/GRUs bridge semantic/finality gap, and attention model
preserve short-distance semantic.

TABLE 1. DEEP LEARNING MODELS DISCUSSED FOR FRAUD DETECTION

Model Suited data Role in fraud detection
DNN Structured / class-labeled | Supervised transaction classification; data-hungry, prone to overfitting,
black-box
CNN Image-like / temporal | High-performance pattern extraction; temporal convolution over
kernels sequences

RNN/LSTM/GRU | Sequential (time series) | Account takeover and muling via hidden state over customer history;
mitigates vanishing gradient

Attention /| Sequences Feature selection over a window; preserves short-distance semantics
Transformer
GCN Graph-structured Mule-account detection on transaction graphs

A. Recurrent and Temporal Models for Sequential Transactions

Sequence modeling capabilities are useful for transaction classification since sequences of transactions are available for each
customer, and the nature of transaction behavior is sequential. Customers perform transactions at different points in time, and
not specifying the order of the transactions implicitly assumes that the transactions within a specific time window are
independent and identically distributed. Temporal embeddings can be introduced to provide time-aware representations of the
transactions such that the model can code different effects of different transactions along the time axis. When the fraud detection
model is applied to sequences that contain transactions performed at interior points that were not part of the training set, the
hidden state encouraging generalization can reduce the likelihood of false negatives. It is also possible to transfer the knowledge
of performing normal transactions through a hidden state. It can be used to control-based generation and mark the generation
of suspected fraudulent conducting within a time window.

Hiding state neural networks can also provide slightly different sequential representations. The model can either take the set of
transactions in the whole time horizon without adding proper modeling of the time stamps or randomize the order of transactions
until a small synthesis time window and use a hidden state to keep proxy information of all previous transactions in the window.
When the synthesis time is large enough, the first approach emulates a recurrent neural network training step, but with a larger
view because windows from different parts of the sequence can overlap. The windowed design utilizes all transactions, although
some are lost when it is near the early or late ends of the long transactional sequence.

TABLE II. TRANSACTION-LEVEL FEATURE GROUPS

Group Definition Fraud signal

Amount (5) | Amount, z-score vs. rolling mean/SD, ratio to previous n and previous 1, | Abnormal spending pattern
rolling mean
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Velocity Transaction count in last n s/min/h/days + period Rapid bursts of activity

Geolocation | Great-circle distance, user to merchant (km) Location mismatch

Device Browser user-agent fingerprint Behavioral deviation

Merchant Historical counts of transactions, unique users/devices Merchant-specific volume
anomalies

Temporal Time since last transaction; time of day Unusual timing

5. Feature Engineering and Data Engineering Considerations

Relevant features at the transaction level can add a further dimension to modeling efforts by enabling decision trees or tree
ensembles to identify volume anomalies. Constructing aggregates along several dimensions (most commonly time) enhances
the ability of nonsequential models to capture volume patterns. We adopt a transaction-level framework, which calls for careful
consideration of the data construction pipeline.

Individuals make purchases and funds are transferred via several different types of financial instruments and channels (credit
card, debit card, e-check, P2P transfer, retail transfer), using an assortment of devices (smartphone, laptop, e-tablet). Moreover,
the characteristics associated with transacting with different merchants differ (e.g., an airline offers ticket sales at most a few
times a day, while retail shops operate at a vastly different scale). Subset-specific volume aggregate features, combined with
transaction- and device-fingerprint-centric features, attempt to account for these differences.

Moreover, the majority of the transactions in a credit card dataset are in a supportive fashion labeled “No Fraud.” Easiest to
classify and the majority class, it can become a non-predictive feature, acting as noise in the learning algorithm. To alleviate
this issue, volume pattern aggregate features significantly improve classification outcomes. The aim is to reduce the level of
noise and provide a least-squares-fitting-like behavior to subsequent modeling efforts so that the “No Fraud” samples are not
completely dismissed or ignored by a decision-tree-based algorithm.

A. Transaction-Level Features

Risk of transaction fraud can potentially be reduced significantly by taking advantage of additional information related to the
transaction at the transaction-level. Although transaction amount is typically the most important feature across most domains,
the pattern of amounts can also act as a good predictor of the likelihood of a transaction being fraudulent. Velocity features
have also been shown to have high predictive power in the fraud detection context. Other features that have also previously
been shown to be effective are geolocational information of the transaction, device fingerprinting, merchant behavior, and
temporal information, all of which can potentially be extracted at the transaction-level.

Five features are proposed based on the transaction amount: the transaction amount itself, the transaction amount relative to a
rolling mean and standard deviation, the current transaction amount divided by the previous n transactions amount, the current
transaction amount divided by the previous transaction amount, and the rolling mean of the last n transactions amounts. Velocity
features are generated by looking at a count of the transactions in the last n seconds/minutes/hours/days and taking the ratio of
that count to the respective period. Geolocation features use the latitude and longitude coordinates of the merchant and the user
and use the Great Circle distance (in km) between the two locations. Device fingerprinting features using the user-agent of the
browser help identify the type of device used, and can be further used to identify if there is a behavioral deviation from the
merchant. Merchant behavior features use the historical count of transactions and the historical unique count of users/devices
for the merchant in the last n seconds/minutes/hours/days. Finally, temporal anomaly features look at the time difference from
the last transaction as well as the time of day of the transaction.

6. Conclusion

Concerns regarding fraud and security have heavily retarded the growth of the digital banking sector, leading many users to
question the overall security of their information. Without fraud detection and prevention, digital banking transactions can be
difficult for all involved. This has become a factor for declining online users in this sector. Mahendra Mohan, Kiran P, and
Fathima S. presume that intelligent systems will not only help customer service but also fraud detection and fraud mitigation.
Detecting and classifying general fraud in real-time is still quite challenging because of the continuously changing environment
and sophisticated attacker models. Feature analysis is a significant challenge in real-time fraud detection.
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Fraud detection using transactions has become more efficient with the use of deep learning. Features are generated at a single
transaction level with the assistance of deep learning architectures. ML could also solve the credit scoring and insurance
underwriting problems where neither fraud has occurred nor is an account closed, but rather data have to be classified as
indicated above. Successful supervised learning with transaction data is even more complicated than it appears at first glance.
A fundamental premise of fraud detection is that the ML can determine, given the characteristics of the transaction compared
to a user-defined normal state variable of a transaction, whether the present transaction is normal or fraudulent. The full
understanding of what is present in data is a different process from the actual classification of data for fraud detection.
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