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Abstract—Increasingly frequent and alarming environmental events pose a challenge for many corporate 

organizations to demonstrate their responsible and sustainable operations. Alongside sustainability concerns, 

other pressing regulatory requirements—related to risk management, fraud prevention, and consumer 

protection—require automatic monitoring systems as the evidence for all regulatory compliance is frequently 

mandated. Such systems involve the trained detection of subtle and complex abnormalities within continuous 

multivariate time series data streams that would otherwise go unnoticed. The global scale of Data Center 

operations, combined with the subtleties and complexity of the compliance requirements, means that the 

design of such detection systems must rely on data-driven methods, underpinned with self-supervised 

representational learning. 

Two recent case studies deployed within the operations of a large Cloud service provider demonstrate the 

Real-Time Inference Anomaly Detection framework applied to continuous compliance demands. The 

approach is inherently blind to the requirement being monitored and, when coupled with the appropriate 

mapping from time series patterns to specific thresholds, can continuously detect anomalies in deployed 

systems following a single training cycle. In these fundamentally asymmetric classification problems, 

training is performed using self-supervised representational learning, enabling an unlabelled dataset to be 

transformed into a labeled dataset with representative normal operation classes for multi-class classification. 

The case studies confirm that such approaches can automatically address the two transverse areas of 

Sustainability and Security and Access Control. 

Keywords—Sustainability Monitoring Systems, Real-Time Anomaly Detection, Self-Supervised 

Learning, Time Series Analytics, Compliance Monitoring Automation, Environmental Risk Detection, 

Multivariate Data Streams, AI-Driven Compliance Systems, Predictive Anomaly Detection, Unsupervised 

Data Modeling, Representational Learning, Continuous Monitoring Frameworks, Cloud Operations 

Analytics, Security and Access Control, Fraud Detection Systems, Risk Monitoring Automation, Data-

Driven Detection Models, Intelligent Monitoring Systems, Threshold-Based Detection, Scalable AI 
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I. INTRODUCTION 

Data centers host the key infrastructural and operational backbone of many global organizations. A significant portion 
of the energy consumed by data centers is derived from non-renewable sources and considerable amounts of greenhouse 
gases are discharged into the atmosphere. In response to increasing global scrutiny around sustainability and anti-social 
behaviour, such as data theft, physical vandalism and cyber-attacks, businesses are required to preserve their brands and 
reputations by complying with a varied range of regulations and sponsorship commitments. Non-compliance may entail 
exorbitant fines and financial losses, as well as massive disclosures of sensitive data. 

Compliance implications are typically defined in the form of non-mandatory and mandatory policies, for example, the 
Datacenters without Borders (DWB) strategy in Switzerland or the globally adopted ISO27001 security standard for data 
centers. Due to the absence of real-time compliance checks, monitoring the compliance status of data centers is a 
formidably complicated task. Current approaches rely on expert knowledge, satisfaction-based operations and manual 
auditing. Consequently, the continuous compliance health of a data center may remain unverified for long periods of time. 
Automated monitoring is thus an active area of research, with proposals focusing on audit-educated supervised or one-
class classification methods for supervised or semi-supervised anomaly detection. However, the traditionally high cost of 
labeled data limits these methods’ direct applicability in real-world situations. 

II. BACKGROUND AND MOTIVATION 

Data Center Operations and Compliance Demands 

Global data center services at scale must meet an ever-growing list of compliance requirements related to energy, waste, 
sustainability, security, and governance. Although these operations are governed by policies and risk frameworks, actual 
data center operations are delegated to locally empowered teams who make deviations every day without seeking approval. 
Detecting such violations has historically been a periodic and manual process. Recently, automated, continuous monitoring 
of deviations has emerged in the industry, with continuous compliance management as a specific implementation goal. 
Such widely applicable anomaly detection services require a new approach. 



Computer Fraud and Security  

ISSN (online): 1873-7056 

 

__________________________________________________________________________________________ 

166 
Vol: 2023 | Iss: 12 | 2023 

 

Methodology 

Continuous compliance monitoring for global data center operations is formulated as an anomaly-detection problem. 
A specific implementation focusing on sustainability and energy anomalies is presented, informed by subject-matter 
expertise and incorporating all common sources of monitoring data. Self-supervised, deep representation learning for 
multivariate time series via Transformers is used to discover normal operating conditions across microclimates and 
business units; supervised classification helps identify noise and abnormal conditions in the training set. The methodology 
and the resulting anomaly detection service have been validated using two data sources: an energy, sustainability, and 
carbon-intensity dataset from a mature operation and an access-control dataset from a new-build operation. 

EQUATION A. INPUT FORMULATION 

The repeatedly describes continuous monitoring over multivariate time-series data. So let one observation window be 

𝑋 = [𝑥1, 𝑥2, … , 𝑥𝑇] 

where each time-step vector is 

𝑥𝑡 ∈ ℝ𝑑 

Here: 

• 𝑇 = number of time steps in one monitoring window, 

• 𝑑 = number of monitored variables such as energy, water, temperature, access counts, alarm counts, etc. 

So in matrix form, 

𝑋 ∈ ℝ𝑇×𝑑 

If there are heterogeneous sources, as the article says, we split the inputs into two modalities: 

𝑋(𝑎) = [𝑥1
(𝑎), … , 𝑥𝑇

(𝑎)],  𝑋(𝑏) = [𝑥1
(𝑏), … , 𝑥𝑇

(𝑏)] 

A. Data Center Operations and Compliance Demands 

Global organizations manage thousands of data centers that operate remotely in regions with different operating 
conditions. Owing to the scale and geographical spread, even if numerous sensors are installed within the data center 
facilities, the total number remains small compared to other industrial operations. Monitoring thus focuses on scaling and 
ensuring compliance with government and corporate regulations. The most demanding aspect of monitoring for global data 
center operations is ensuring compliance with government regulations and corporate governance policies. Compliance 
guidelines from regulators and companies are vast, detailed, and frequently updated. For instance, guidelines on 
sustainability demand constant monitoring of diverse parameters, including power utilization efficiency, water 
consumption, carbon footprint, and waste disposal. Hence, adopting deep learning–based approaches to support detection 
of continuous compliance breaches and self-supervised learning techniques to detect compliance breaches across multiple 
domains within the same framework hold great promise. 

Genuine and valid breaches in compliance should be treated as alarms that need correction, while outliers and noise 
should be labeled as normal but may require further investigation. However, not all detected anomalies are forward-facing 
in their nature; many may also be backward-facing explaining what happened or where the system faced an anomaly, such 
as security breach, unexpected shutdowns due to a sudden power uplift, etc. Such backward-facing anomalies are also 
important for data driving as they guide the team in focusing on the right data. In addition, external conditions observed at 
a higher level may affect the internal parameters which may not be exposed outside the organization, e.g., the company 
may put something at an internal security level that may not be exposed to other domain team members while focusing on 
ecowatch, and such events do generate an influence on ecowatch parameters. All the explanations need not be considered 
as alarms but can be assigned different levels of importance. 
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Fig 1: Regulatory & Governance Complexity 

B. Anomaly Detection in Distributed Systems 

Data center operators are faced with a high number of hardware and software components comprising the infrastructure. 
Each component has its own set of standard settings, rules, and policies in order to provide compliance to associated 
regulations regarding energy consumption, sustainability reports, data privacy standards, access control settings, and 
system security—among others. The global distributed nature of data centers makes it impossible to continuously check 
compliance for each data center location with every compliance requirement applicable. 

Although complex manual and semi-automatic checks are performed regularly, simple rules are often missed. 
Computational intelligence such as neural networks or fuzzy logic systems cannot provide trained models due to the lack 
of available labeled data. Self-supervised learning can assist in providing anomaly detection models trained on the available 
data. These models can work in tandem with the complex manual checks while being used on a worldwide scale, thus 
providing supplementary checks that constantly observe the compliance requirements. During deployment of such anomaly 
detection models, consideration must be given to the distribution of operations. 

 

III. METHODOLOGY 

Representational and anomaly detection formulations were applied to a novel and challenging adaptation problem: the 
detection of compliance violations in data center operations. Standard architectures and self-supervised representation 
learning were deployed to learn effective feature extractors from high-dimensional, multivariate, categorical, imbalanced 
time-series data. At test time, a simple energy-based model was then used for anomaly detection, which simultaneously 
generated effective explanatory indicators for identified behavioral deviations. Testbed experiments using different 
deployment types and spanning two domains illustrated the feasibility of the approach. 

Data centers support a growing share of the world’s economy but need to constantly ensure compliance with essential 
policies, operations rules, and industry regulations. Violating even a single check can have severe consequences, thus 
making continuous compliance monitoring highly desirable. Continuous operations provide vast amounts of temporal 
information describing the behavior of such systems. Anomaly detection has shown promise in detecting behavioral 
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irregularities over only a few checks, but no previous work has evaluated the task in a continuous fashion across 
multivariate time-series information while addressing all limitations. 

A. Framework for Ensuring Continuous Compliance 

Figure 4 provides a framework for ensuring compliance with energy, sustainability, and safety regulations and company 
policies in data center operations without impacting operational efficiency. Directly mapped to the use case, the multiple 
inputs and evaluated policy categories are represented; compliance violations detected in the operations layer are clarified; 
proposals for remediating violations in the strategy layer are presented; and activities conducted and evidence generated 
for audits are reflected in the evidence layer. 

Continuous operation of data centers consumes large amounts of energy, water, and other resources, resulting in a 
substantial environmental footprint. Anomaly detection can help avoid operational mishaps that contradict company 
policies on these resources. Regulatory demands prescribe strict access control and security for information systems and 
require periodic scrutiny to guard against misuse and cyberattacks. Multivariate time-series data from security management 
attributes and default-access-credential use can be factored into patch management and system control policies in such 
contexts. 

Table 1. Direct structured summary 

Section What the article says Practical mathematical meaning 

Problem Continuous compliance in global data centers is 

formulated as an anomaly-detection problem over 

multivariate time series. 

Input is a multivariate sequence 𝑋 ∈ ℝ𝑇×𝑑; 

output is anomaly score or class 

Data type Energy, sustainability, security, access control, and 

operational telemetry are monitored continuously. 

Mixed multivariate temporal features, 

sometimes heterogeneous and multi-modal 

Learning style Self-supervised representation learning is 

emphasized because labeled anomaly data are 

scarce. 

Learn latent embedding 𝑧𝑡 without full 

manual labels 

Core model LSTM-based multi-branch architecture with 

attention pooling and shared embedding is 

described. 

Sequence encoder + attention + latent fusion 

Detection 

logic 

Normal operating conditions are learned; deviations 

are flagged as anomalies. 

Score via distance, energy, or 

reconstruction/classification inconsistency 

Deployment Hybrid Edge–Cloud deployment is proposed. Low-latency local inference + cloud 

aggregation/adaptation 

Case Study A Energy and sustainability compliance monitoring. Detect abnormal energy, water, cooling, 

carbon-related patterns 

Case Study B Security and access control compliance monitoring. Detect abnormal access/alarm/control activity 

Explainability Manual analysis, external explanation models, and 

transfer learning are discussed. 

Post-hoc feature contribution and domain 

adaptation 

Limitation False positives, domain shift, high computation, 

scarce labels. 

Thresholding, calibration, transfer learning, 

and robust validation are needed 

 

IV. OBJECTIVE OF THE STUDY 

The need for rapid deployment of new technologies and a global shortage of skilled IT professionals make human error 
inevitable in data center operations. Given the scale and criticality of these operations, organizations must ensure 
compliance with internal and external requirements to achieve business-service-level agreements and mitigate risks 
associated with data breaches. Continuous monitoring of key areas such as energy efficiency, security, and business 
continuity is essential to detect deviations that can initiate timely resolution procedures. Such deviations, excesses, and 
shortages are known as anomalies. Existing anomaly-detection solutions focus primarily on IT Security Operations and are 
generally rule-based, requiring constant maintenance and updates by domain experts. 

To address these challenges, the proposed research study introduces a practical approach based on deep learning and 
draws on years of research, development, and deployment of automatic-event-detection solutions within a large global 
organization. The study demonstrates how state-of-the-art representation-learning techniques from machine learning can 
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enable continuous monitoring of multivariate time-series data streams associated with critical data-center-operations 
requirements. By combining effective data acquisition and preprocessing, state-of-the-art time-series representation 
learning, robust feature-engineering, and an edge-cloud hybrid deployment model, the developed approach ensures 
continuous monitoring of requirements. It provides warnings for fast and accurate decisions while maintaining compliance 
across multiple domains in six different global regions. 

EQUATION B. LSTM BRANCH DERIVATION 

The states that the model uses multi-layer LSTMs for representation learning. 

For one LSTM branch, at time 𝑡, define: 

• previous hidden state ℎ𝑡−1, 

• previous cell state 𝑐𝑡−1, 

• current input 𝑥𝑡. 

The standard LSTM gates are: 

𝑓𝑡 = 𝜎(𝑊𝑓𝑥𝑡 + 𝑈𝑓ℎ𝑡−1 + 𝑏𝑓) 𝑖𝑡 = 𝜎(𝑊𝑖𝑥𝑡 + 𝑈𝑖ℎ𝑡−1 + 𝑏𝑖) 𝑐̃𝑡 = tanh(𝑊𝑐𝑥𝑡 + 𝑈𝑐ℎ𝑡−1 + 𝑏𝑐) 𝑐𝑡 = 𝑓𝑡 ⊙ 𝑐𝑡−1 + 𝑖𝑡 ⊙ 𝑐̃𝑡  

𝑜𝑡 = 𝜎(𝑊𝑜𝑥𝑡 + 𝑈𝑜ℎ𝑡−1 + 𝑏𝑜) ℎ𝑡 = 𝑜𝑡 ⊙ tanh(𝑐𝑡) 

Meaning of each term 

• 𝑓𝑡: forget gate, decides how much past memory to keep 

• 𝑖𝑡: input gate, decides how much new information to write 

• 𝑐̃𝑡: candidate memory 

• 𝑐𝑡: updated cell memory 

• 𝑜𝑡: output gate 

• ℎ𝑡: hidden representation at time 𝑡 

This gives a sequence of hidden states: 

𝐻 = [ℎ1, ℎ2, … , ℎ𝑇] 

For a multi-layer LSTM, the output hidden states of layer 𝑙 − 1 become the inputs to layer 𝑙: 

ℎ𝑡
(𝑙) = LSTM(𝑙)(ℎ𝑡

(𝑙−1), ℎ𝑡−1
(𝑙) ) 

with 

ℎ𝑡
(0) = 𝑥𝑡 

A. Aim and Scope of the Research 

The data center market is entering a maturity and consolidation phase through increased mergers and acquisitions, 
where operational compliance with industry standards has become essential for enterprise-level operations. Continuous 
compliance requires automated systems capable of intelligent detection of potential violations and effectiveness of 
remediation measures. However, few machine learning methods have been developed for anomaly detection in global 
operations of data centers with service level agreements to ensure continuous compliance across the major domains of 
energy and sustainability, security and access control, and health and safety. 

The research advances an edge-cloud hybrid framework for continuous compliance monitoring based on self-
supervised learning of features from representation learning. The framework translates the detection of quarters of of time 
series anomalies into a decision support system for continuous compliance operations. Results from a real-world data center 
deployment illuminated the energy and sustainability domain by capturing anomalous usage patterns and early warning 
signs during the remediation phase. Cross-domain adaptation through data-driven reinforcement further demonstrated the 
potential for a self-learning approach to future phases covering security, access control, and health and safety compliance. 
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Fig 2: Self-Learning Anomaly Intelligence Across Enterprise Edge-Cloud Systems 

V. RESEARCH SUMMARY 

These results address an emerging requirement for the continuous monitoring of large-scale global operations to comply 
with regulations related to sustainability, energy usage, and security. Compliance violations can result in unwanted negative 
publicity, hefty fines, or even criminal action. Self-supervised multivariate time-series models can learn normal behavior 
from long-term data without the need for domain expertise or labelled data. Such models allow the automatic detection of 
not only deviations from expected patterns but also the classification of specific faults, thus supporting the data-driven 
identification of root causes. The proposed approach enables the introduction of anomaly and fault detection for continuous 
compliance monitoring. 

Data Center A is a Pacific Rim facility part of a global bank's network of data centers in scope for compliance to the 
institutional Sustainability, Cloud Policy and Information Security Policy for on-premises services. These policies mandate 
various energy management, sustainability and accessibility controls and controls for servers, network equipment, 
credentials, and environment-sensitive equipment. These controls and their operation must be audited for compliance at 
scheduled intervals and results recorded and published. It is not feasible to conduct these traditional audits more frequently 
than once or twice per year. During the second half of 2022, several significant sustainability incidents were reported in 
the media. These incidents raise questions as to whether such a large organisation can still be considered as being 
“responsible” within all lines of business. 
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A. Conceptual Underpinnings 

The proposed solution is informed by the data centre operations and compliance focus. Continuous compliance ensures 
essential operational regulations are always met, removing the challenges of periodic compliance auditing and increasing 
controls on risk-sensitive operations. The problem is formulated as a shallow representation-learning problem on 
multivariate time series, with the objective of building a model capable of learning the multivariate data distribution on 
normal operation and detecting deviations from it. An edge-cloud hybrid architecture is deployed, enabling inference to be 
run as close as possible to the data source. 

Data centres generate and are required to maintain a large amount of information related to various operational 
regulations. To ensure compliance with these regulations, distinct monitoring and auditing processes are undertaken. 
Operational teams implement checks at scheduled intervals to ensure the controls around each regulation are functioning 
as intended. Non-compliance, when reported, can often involve risk and reputational damage to a large organisation. In the 
worst-case scenario, severe breach events can lead to service outages. Detecting compliance breaches within data centre 
operations on a continuous basis automatically can help mitigate these threats significantly. The described approach focuses 
on two specific categories of compliance — energy and sustainability, plus security and access control. Although these 
two areas are presented as discrete case studies, the framework supports continuous compliance for any operational 
regulation where the data-collection process can be automated and for which a defined risk, or breach, is documented 
within the organisation. 

VI. THEORETICAL FOUNDATIONS 

The concept of continuous compliance seeks to provide an end-to-end solution for anomaly detection in global data 
center operations and, in particular, for inconsistencies and violations in infrastructure and IT systems, energy and 
sustainability targets, and information security operations. The solution comprises an integrated framework for managing 
cross-domain requirements and for ensuring real-time compliance. Within the framework, temporal and causal 
dependencies are modeled autonomously and fed into spatiotemporal feature-engineering pipelines that map multivariate 
time series to a latent space, where the normal-operating envelope is learned in an unsupervised manner. During 
deployment, anomalies are detected at the edge and fed back into the cloud for action triggering. The implementation 
combines data from multiple domains and enforces requirements promulgated by different owners. Transfer learning is 
exploited to mitigate the need for labeled data. 

Data centers represent the backbone of the digital economy. Their health and operations must be up-to-date with the 
latest privacy, ethical, and regulatory requirements. These requirements change rapidly, and noncompliance can have 
substantial legal impact. Crucially, governing bodies can execute unannounced inspections, rendering any periodic 
assessment insufficient for practical continuous compliance. Autonomously monitoring and assessing compliance in near-
real time represents a considerable challenge and has until now been conceived separately for different domains. 
Continuous compliance is proposed as an end-to-end solution for violation detection by integrating requirements that stem 
from different domains and owners, including IT security operations, business information security operations, physical 
and environmental operations, information security engineering, and data protection. 

A. Problem Formulation for Continuous Compliance 

Multivariate time series are increasingly employed for modeling the inherent dynamics of large complex systems. To 
derive a compact representation of an unlabelled multivariate time series considering temporal dependencies across time 
steps, a hierarchical modelling approach can be adopted, where the first stage learns dependencies over variables 
conditioned on time, while the second stage models time-dependent latent factors. The representation accounts for temporal 
dependencies and captures occurrence of pattern configurations by utilising different time lags. 

Most real-world systems are affected by a variety of external factors residing in multiple domains. These domain-
specific factors drive internal variables and processes, leading to corresponding operational and behavioural patterns 
captured in multivariate time series. Anomalies in the internal variables often indicate potential failures in equipment, 
processes, security, environment, etc. Understanding the effects of these factors on normal operations of the system 
facilitates effective monitoring and control. Multivariate time series can be automatically labelled by leveraging such 
knowledge, enabling supervised anomaly detection and other predictive tasks. A general methodology for enabling 
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supervised learning from unlabelled data making use of parameters of the original system is discussed. Such knowledge 
supporting labelling is not always available. 

 

Fig 3: Multidimensional Chronological Data Modeling: Hierarchical Representation & Behavioral Pattern Analysis 

B. Representation Learning for Multivariate Time Series 

A self-supervised framework based on causal inference is used to address the representation learning challenge for 
multivariate time series of continuous-valued features with complex second-order temporal structures. Given a multivariate 
time series dataset covariate by a multi-aspect categorical feature, the seasonal backbone extraction methodology is applied 
to extract pairs of temporally consequential multivariate time series segments that are maximally predictive across the 
categorical aspect space. The objective is to discriminate link-type information from the output space of an autoencoder, 
fulfilled by minimizing a dual-conditional distribution divergence built upon a domain-decoupled contrastive loss 
formulation. The resultant representation can support cross-reference and cross-domain prediction tasks. 

EQUATION C. ATTENTION POOLING DERIVATION 

The explicitly mentions an attention pooling layer. 

After LSTM produces hidden states ℎ1, … , ℎ𝑇, attention scoring is: 

𝑢𝑡 = tanh(𝑊𝑎ℎ𝑡 + 𝑏𝑎) 

Then convert these scores into normalized weights: 

𝛼𝑡 =
exp(𝑢𝑡

⊤𝑣𝑎)

∑ exp𝑇
𝑗=1 (𝑢𝑗

⊤𝑣𝑎)
 

where 𝑣𝑎 is a trainable context vector. 

These 𝛼𝑡 satisfy 

∑𝛼𝑡

𝑇

𝑡=1

= 1,  𝛼𝑡 ≥ 0 

Now the pooled sequence representation is the weighted sum: 

𝑔 =∑𝛼𝑡

𝑇

𝑡=1

ℎ𝑡 

VII. METHODOLOGY 

Deep Learning–Based Anomaly Detection for Continuous Compliance Monitoring in Global Data Center Operations 

By: Powei Liu, Badar Mohsin, Ignatius Kwan, Tian Yan, Wei Chen 
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Continuous compliance for sensitive operational aspects by multiple organizations across the spectrum of data 
management is a formidable challenge in global data center operations. A framework based on deep representation learning 
has been proposed to enable continuous compliance monitoring under zero-shot and one-shot transfer settings. Self-
supervised representations of temporal patterns in multivariate time-series signatures of data-center operations are learned 
from multi-domain, multi-label data using a conceptually simple, generic, dynamic, and adaptive approach to anomaly 
detection, which is independent of domain knowledge. The potential of self-supervised learning to ensure compliance with 
data protection regulations and acts is explored through cross-domain transfer capability and empirical case studies related 
to energy and sustainability as well as security and access-control compliance. 

Compliance with legal and regulatory requirements related to data protection, privacy, and sustainability is one of the 
biggest challenges for operational data management in data centers. Anomalies in operational characteristics may indicate 
violations of such requirements. Continuous compliance monitoring of such sensitive aspects either requires domain 
knowledge for developing dedicated detection models or relies on external services for laborious periodic assessments. 
Consequently, approaching compliance as an informal anomaly-detection problem and leveraging representation learning 
appears to be a compelling solution. 

Table 2. Symbols used in the derivation below 

Symbol Meaning 

𝑇 number of time steps in one window 

𝑑 number of raw sensor/telemetry variables 

𝑋 = [𝑥1, … , 𝑥𝑇] multivariate time-series window 

𝑥𝑡 ∈ ℝ𝑑 feature vector at time 𝑡 

ℎ𝑡 hidden state of LSTM 

𝑐𝑡 cell state of LSTM 

𝑧𝑡 learned latent representation 

𝛼𝑡 attention weight at time 𝑡 

𝑔 pooled sequence representation 

𝐸(𝑔) energy or anomaly score 

𝜏 anomaly threshold 

𝑦̂ predicted class / operating condition 

𝜇𝑘 prototype or center of normal class 𝑘 

 

A. Data Acquisition and Preprocessing 

The data acquisition and preprocessing strategy prepares the selected data set for monitoring and detection of 
operational anomalies in the two selected compliance areas. Data stream acquisition relies on the cloud-based global 
monitoring system to directly fetch the required data streams from dedicated cloud interfaces or dashboards. Other data 
streams, such as those related to the safety and health of data center workers or access control mechanisms, need to be 
accessed via the appropriate local interfaces configured and monitored by the responsible service teams in the data centers. 
Additional automation is envisaged for these interfaces when appropriate. In both cases, the continuous monitoring of the 
data streams ensures near real-time availability of the data required for operational anomaly detection. 

A holistic approach is applied to anomaly detection in each compliance area, so that the detected anomalies provide 
guidance for concepts, such as risk management or continual improvement. In the energy and sustainability compliance 
area, energy security, carbon footprinting, and water security are monitored. A novel deep learning approach to self-
supervised learning represents compressed yet informative latent embeddings for both time-series and non-time-series data 
that deviate from their expected patterns or ranges, enabling timely declarations of operational anomalies without the need 
for detection model training. Two separate prototypes have been developed: one that relies solely on energy-related streams 
to monitor energy security and a second one that covers all three streams associated with energy security, the carbon 
footprint, and water security to provide a broader sustainability risk lens. 
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B. Model Architecture for Anomaly Detection 

Multi-layer LSTMs (N. Vijayan et al., 2023) combined with a pooling layer using attention mechanism for 
representation learning in condition monitoring of CNC machines is extended towards multi-modal continuous compliance 
monitoring in global data center operations. The requirement of explicit labeling for training and detection of anomalies is 
avoided by adopting an end-to-end deep learning model— first of its kind for multi-modal time series anomaly detection 
capable of operating in an unsupervised or semi-supervised manner with an optional supervised stage leveraging observable 
anomalies. 

The model architecture is composed of two LSTM branches for dealing with heterogeneous data sources. A standard 
LSTM layer serves the purpose of time series learning while a parallel multi-layer LSTM blocks combined with attention 
pooling layer handles condition-monitoring data represented using a word-embedding inspired approach. Information 
refreshes at a lower frequency due to the nature of data retrieved from event logs and other textual sources. A shared 
embedding layer links the two branches of the model to achieve topological alignment within the latent space. Thus, an 
SMEs domain knowledge in information technology and data center operations is utilized to embark on state-of-the-art 
self-supervised learning in continuous compliance monitoring context. 

 

VIII. SYSTEM ARCHITECTURE AND DEPLOYMENT 

The proposed system architecture reflects a hybrid edge-cloud deployment model that utilizes a multi-layer architecture. 
An edge facility provides local feature extraction and representation learning for continuous compliance monitoring across 
multiple on-premise data centers. Data from on-premise data centers are sent to a central cloud facility for further 
processing and external feature integration. Prompted by multi-cloud analytics and the increasingly complex regulatory 
landscape, the detected anomalies from different cloud and edge facilities are merged to ensure continuous compliance 
across all data centers. 

Many large players, including the Cloud Service Provider (CSP) supporting the above testbed, have adopted a 
distributed approach to global service delivery. In this case, the multi-cloud edge facility directly follows the Cloud Service 
Provider compliance framework. The referred Cloud Service Provider has established a robust compliance monitoring 
framework supported by a combination of trustworthy data transparency, internal and external third-party audit and 
certification control layers, global certification support for industry-recognized compliance vaults, and proven resilience 
mechanisms that lead to highest industry ratings for security, data protection, and sustainability compliance. 

A. Data Pipeline and Feature Engineering 

Data from the data centers are collected and occasionally stored in Google Cloud Storage for long-term analysis and 
training. Google Cloud Functions are integrated in the pipeline to automate various features on-demand. These mainly 
include anomaly identification/clustering and temporal magnifying glass on anomaly groups. 

Feature engineering can be handled at different stages in the architecture. The task at the edge (i.e., object A in the 
architecture) is to learn appropriate representations of the sensed multivariate time series (ci-f in Figure 1). Similar to the 
three-stage prediction framework based on univariate time series set out in Kim et al., data can be divided into various 
segments. At the cloud (i.e., object B in the architecture) semantic information comes from the data and no soft labels need 
to be generated. At the cloud stage, typical feature representations are the volumes of the different types of devices that 
consumed energy, the volume of changes on the global storage tracker, the number of tables created/altered/deleted in 
BigQuery, the access control policy applied in BigQuery, the top-10 BigQuery query costs, and the GKE unavailability 
time and operational costs associated with other domains. 
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Fig 4: Anomaly-Centric Distributed Representation Learning and Temporal Grouping at Scale 

B. Edge-Cloud Hybrid Deployment 

An edge-cloud hybrid deployment with two distributed yet interconnected Deep Learning models provides sufficient 
accuracy and low latency. Fine-tuning a pre-trained model on a smaller data source typically improves accuracy. In this 
work, the accurate and efficient model operates locally and is fine-tuned using temporal features. The deep representation 
learned from both modes is used for transfer learning. A large template captures all variations, while the memory-efficient 
one retains only the main changes based on user policy. Transfer learning and few-shot learning capabilities enable the 
system to survive gradual environmental changes. 

Data centers are complex and highly interconnected infrastructures that consume substantial amounts of energy, 
contributing to climate change. Regulatory bodies specify procedures and rules for operations to mitigate harmful impacts. 
Deviations and violations detected by the system support risk detection and analysis of energy consumption behavior. 
Enforcing zero trust policies requires further segmentation of data centers and monitoring of user behavior to meet federal 
regulations. 

IX. CASE STUDIES AND EMPIRICAL RESULTS 

The Communication Service Provider (CSP) operates a distributed network of data centers to provide private and public 
cloud services, store large volumes of mission-critical customer data, and support other internal functions. These global 
Data Center Operations (DCOps) not only house the CSP’s IT infrastructure but are also the most power-consuming assets. 
As a partner of the U.S. Environmental Protection Agency (EPA) Climate Change Program, the CSP has voluntarily made 
a commitment to achieve 100% green energy usage for its U.S. data centers by 2020, as California’s climate regulations 
impose mandatory GHG emissions requirements. 

Although sustainability is clearly a priority for the CSP’s DCOps, a variety of other regulatory and compliance 
standards have also been established that cover numerous operational aspects including data access and controls. Achieving 
continuous compliance with these standards, particularly in the cloud business where operations vary across locations, is 
notably challenging. An innovative solution is therefore required to provide deep learning–based anomaly detection for 
continuous compliance monitoring across a wide spectrum of on-going data center operation activities. Transfer learning 
capitalizes on knowledge from previously analyzed compliance domains to enhance monitoring effectiveness in new 
domains. The presented solution has been successfully validated using two compliance case studies: energy and 
sustainability compliance and security and access control compliance. 

EQUATION D. TWO-BRANCH HETEROGENEOUS FUSION 

The are two LSTM branches and a shared embedding layer. 

Suppose branch 𝑎 gives pooled vector 𝑔(𝑎) and branch 𝑏 gives pooled vector 𝑔(𝑏): 

𝑔(𝑎) = ∑ 𝛼𝑡
(𝑎)𝑇

𝑡=1 ℎ𝑡
(𝑎)

 𝑔(𝑏) = ∑ 𝛼𝑡
(𝑏)𝑇

𝑡=1 ℎ𝑡
(𝑏)

 

A simple shared embedding map is 

𝑧(𝑎) = 𝑊𝑠
(𝑎)𝑔(𝑎) + 𝑏𝑠

(𝑎)
 𝑧(𝑏) = 𝑊𝑠

(𝑏)𝑔(𝑏) + 𝑏𝑠
(𝑏)

 

and the final fused latent vector is 
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𝑧 = 𝜙([𝑧(𝑎); 𝑧(𝑏)]) 

where [ ; ] denotes concatenation and 𝜙(⋅) may be a linear layer plus nonlinearity: 

𝑧 = tanh(𝑊𝑧[𝑧
(𝑎); 𝑧(𝑏)] + 𝑏𝑧) 

A. Case Study A: Energy and Sustainability Compliance 

Short-Term Energy Monitoring in Data Halls ensures compliance with targets in carbon emissions, energy and office 
cooling consumption, and cold-water usage. A long-term historical perspective requires forecasting total energy 
consumption based on prevailing trends and seasonal variations in outdoor temperatures. System-of-systems integration 
allows dashboarding of actual versus forecasted values. The forecast is provided by a combination of conventional 
forecasting and machine-learning-based anomaly detection. 

The system monitors energy consumed by data halls and offices, complies with internal data privacy standards per 
variable, and provides external reporting for other monitoring-related variables. Integration into an overall energy 
dashboard with the main cloud product provides reporting across the triple bottom line on sustainability plus air-
conditioning water resource usage. Monitoring covers the three-year carbon-neutral observance plus an operational target 
of reduced energy within established growth rates and encompassing the Move8 initiative for Inside Australia 2020. The 
monitored variables comply with data privacy regulations across countries. The complete end-to-end solution was devised 
and presented at an energy symposium, with energy consumption forecast provisioned via hybrid machine-learning-
anomaly-detection approaches. 

B. Case Study B: Security and Access Control Compliance 

To comply with security and access control requirements, the operations of cloud data centers need to be continuously 
monitored, for example, concerning physical and logical access to the facilities, access logs and alarms, as well as security 
patching and control monitoring. Center operations must be physically secure, with access restricted to authorized 
personnel solely involved in operating or maintaining the system. Physical security measures for the overall data center 
must be maintained. Security alarms must be enabled and monitored by qualified personnel. Security patches must be 
applied in a timely manner, and a backup process must be maintained. Measures must be established and implemented to 
detect unauthorized physical access, and to detect logical access to applications and other assets that have not been 
authorized by the appropriate management personnel. Audit logs of the security and access control devices must be 
generated and reviewed by personnel designated for change control and security events. 

The second case study leverages data streams from alarm and access control systems, and from the change control 
database, supporting the detection of non-compliance with security and access control requirements. Data management and 
monitoring of physical access is handled by the internal alarm and access control system, enabled with motion and heat 
detection sensors. Changes in the security patch level of the infrastructure components are recorded in the change control 
database. The alarm and access control data are aggregated hourly and subjected to the same model as for the first case 
study, while the logs from the change control database are monitored with a simple rule-based method. The monitoring 
function is implemented as a hybrid Edge–Cloud solution, combining models with low latency requirements at the Edge 
and those needing more processing capacity and/or richer context in the Cloud. 

X. DISCUSSION 

Compliance is a legal requirement affecting companies in regulated industries, such as financial services, cloud 
operations, and healthcare. Meeting compliance obligations is costly, and noncompliance leads to fines and reputational 
damage. Cloud providers need to achieve compliance for numerous contracts at the same time, and these contracts often 
differ substantially in the required compliance parameters. In recent years, several dedicated services have emerged that 
monitor companies in real time in certain areas such as energy efficiency, cybersecurity, and cloud operations. Strong 
incentives exist for automating compliance monitoring across all relevant parameters. To this end, the provision of 
procedural interfaces that enable data collection for these services is considered a best practice. 

Compliance requirements change over time but also with the physical state of the monitored system. Such changes 
typically remain unnoticed until detected by an auditor. Automated detection of deviations in compliance-relevant 
parameters is therefore desirable. Detection frameworks based on Deep Representation Learning for multivariate time 
series data are well established. However, they can only detect deviations in the parameters being monitored, and 
supporting information that indicates whether current values are still in line with the corresponding compliance obligations 
needs to be manually considered and adopted as additional features. To eliminate this manual step, a framework for 
Continuous Compliance based on classification of detected anomalies is therefore proposed. It enables the discovery of 
anomalies emerging in the area of compliance and thus requires a different approach than merely detecting violations of 
compliance obligations. 

A. Interpretability and Explainability of Detected Anomalies 

The anomaly detection methods used for data center operations allow the detection of abnormal and deviated patterns 
in the temporal behavior of multivariate values collected over time. However, to achieve compliance monitoring, it is often 
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required not only to detect the anomalies but also to explain the reasons for the detected conditions and the impact on the 
fulfillment of a particular regulation. 

The set of operations and protocols in a global data center is extremely complex and exceptionally varied to fulfill the 
demands of their clients. The ideal solution would require a specific detection and interpretation process for each regulation. 
Therefore, three different approaches were followed to provide extra interpretability to the detected anomaly: manual 
analysis and explanation, analysis and interpretation through external models (the LIME method), and transfer learning 
with task adaptation to provide extra knowledge for a related domain. 

 

Fig 5: Integrated Framework for Compliance-Driven Interpretation in Multivariate Datacenter Operations 

B. Limitations and Bias Considerations 

From a theoretical standpoint, anomalies should be rare events but are common when monitoring global data center 
operations from an operational compliance perspective. Consequently, preceding research work and the case studies 
conducted have primarily focused on time series representation learning to maintain common operational demands such as 
energy, accessibility, and security in check to mitigate the risk of safety issues. Even when data is labeled across multiple 
target domains to facilitate supervised learning, it is not known whether a model trained in one domain would perform well 
in another related domain due to the lack of annotated data in all domains. 

Despite focused research attention on a specific sub-area of data center operations, the approach to self-supervised 
anomaly detection presented can be applied to any sub-area where the underlying principle is maintaining the risk of 
disruption incidents to safety and security. These events can be diverse in nature and even classified differently across 
areas. Hence, while a sizable number of false positive alarms may be generated as detected anomalies in a self-supervised 
setting, they cannot be ignored without detailed analysis since they may reflect a failure to comply with operational 
regulations. 

Table 3. Mapping from article concept to equation block 

Article concept Equation block below 

Multivariate time-series modeling Eq. (1)–(4) 

LSTM representation learning Eq. (5)–(10) 

Attention pooling Eq. (11)–(13) 

Shared embedding / fusion Eq. (14)–(15) 

Self-supervised / pseudo-label learning Eq. (16)–(20) 

Classification over normal modes Eq. (21)–(23) 

Energy-based anomaly scoring Eq. (24)–(28) 

Threshold-based compliance alarm Eq. (29)–(31) 

Edge–Cloud adaptation Eq. (32)–(35) 
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XI. PRACTICAL IMPLICATIONS AND BEST PRACTICES 

Considerations on the limitations of the method and the detected biases, as well as practical recommendations for its 
application. 

Two limitations of the examined self-supervised approach on industrial data center operations deserve addressing. First, 
the frame-based learning applied to completion of continuous multivariate time series often requires heavy computational 
power, especially when dealing with lags spanning long time intervals. Although in the current study a subset of features 
resulted in being the main drivers of the anomalies, the allocated resources should cope with the observed demand when 
exploring the whole dataset. Second, dataset biases can mislead the training of the anomaly-detection model and therefore 
affect its capacity of generalization. Evidence of extracted moments appearing only in a part of the dataset triggered a 
cross-validation check to highlight potential differences in the training and test samples. The absence of similar moments 
in the latter warranted that these events were not misclassified as anomalies just because of lack of prior knowledge. 

The methodology is intended for incremental deployment within a global data center provider that necessitates 
continuous compliance with its own internal requirements and with local legislation regulations. Hence, besides being 
technically sound, focus is also given to practical implications and best practices for worldwide deployment. Particular 
emphasis is placed on guidelines relevant to data management—considerations on data origin, handling of sensitive 
information, and combination of disparate datasets—and to privacy, given that analysis of privileged information may be 
part of the deployment. Such aspects are of utmost importance, especially under a consumer data protection law framework, 
since improper monitoring of protected information could incur in severe penalties. 

A. Deployment Guidelines for Global Operations 

Correctly implementing a fully integrated hybrid AI model for continuous compliance monitoring is an extensive 
undertaking. Defining approaches that enable rapid iteration cycles for adoption by operations teams across a wide range 
of data centers requires careful consideration of operational and technical standards. Addressing these two topics constitutes 
the foundation for developing and closing cases in a reasonable timeframe while ensuring a strong level of quality in 
compliance monitoring. 

The success of using deep learning in niche domains largely depends on differentiating the optimal amount of training 
and validation data from the depth and complexity of the applied neural networks. Making the correct choice is necessary 
to achieve sound model performance without an excessive overhead on data preparation and maintenance yet retaining the 
potential of the approach. Such considerations influence the deployment strategy for edge-enabled use cases utilizing self-
supervised anomaly detection for continuous compliance monitoring. 

 

 B. Data Management and Privacy Controls 

The privacy and data-sharing requirements of the involved organizations imply stringent controls on data management. 
The data used for developing AI models reside on a zero-copy model, which is the smart data philosophy. Only selected 
meta-information or derived features are extracted by the AI model on the server with edge deployment. The original, 
mission-critical data never leaves the region of creation, thus adhering to local data regulations and policy requirements. 
Only when there is a development need for other areas is the data pooled together in a separate area with explicit permission. 

A Privacy Preserving Access Control Scheme to Outsource Data Sharing on Cloud Service Providers (CSPs) that do 
not demand users to pay too much management overhead is proposed. Users can easily manage the access control on the 
outsourced data and reduce the storage cost. CSPs are also not burdened to manage the data. The model securely utilizes 
online public cloud storage service providers. A key-generation, attribute-based encryption (KGA-ABE) algorithm is 
presented that enables users to generate different access keys for different data owners within a single time period. Users 
are not required to go online with the cloud while sharing sensitive private data. Access control is achieved through public-
key encryption using security multiparty computation techniques. Encryption overhead is reduced by enclosing only the 
sensitive part of the data in the encryption. The secured outsourced data can be used and managed seamlessly like the data 
without encryption. 
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XII. RESULTS 

Data center operations are driven by constant availability and optimal performance, as a result meeting various 
regulatory, corporate and other requirements is crucial to ensure that operations remain within approved tolerance limits. 
Recognizing these requirements and harnessing the transaction capability of the compliance automation framework a 
system has been built for continuous detection of irregularities corresponding to the specified compliance requirements. 
Telemetry from individual data centers is monitored for compliance with focused areas of energy, sustainability, security 
and access control. 

The energy and sustainability controls monitor consumption of energy, water, use of renewable energy sources and 
carbon emissions. The security and access control compliance checks ensure that the control plane and data plane are 
separated, cloud resource images meet security compliance requirements, customers do not have access to others’ sensitive 
data, and only authorized personnel have physical access to the data center. The anomalies detected by the system within 
these areas of compliance are listed and described, with an emphasis on their interpretability and the rationale behind their 
detection. 

EQUATION E. SELF-SUPERVISED LEARNING FORMULATION 

A direct mathematically consistent way is to create pseudo-tasks from the time series itself. 

E1. Forecasting-based self-supervision 

Use the first part of the window to predict the next step: 

𝑥̂𝑡+1 = 𝑓𝜃(𝑥1, … , 𝑥𝑡) 

Then minimize mean squared prediction error: 

ℒpred =
1

𝑇 − 1
∑ ∥

𝑇−1

𝑡=1

𝑥𝑡+1 − 𝑥̂𝑡+1 ∥2
2 

E2. Reconstruction-based self-supervision 

If encoder-decoder is used, latent 𝑧 reconstructs the sequence: 

𝑋̂ = 𝑔𝜓(𝑧) 

and loss is 

ℒrec =∥ 𝑋 − 𝑋̂ ∥𝐹
2  

E3. Contrastive self-supervision 

Construct two augmented views 𝑋𝑖 and 𝑋𝑖
+ from the same original window, and a negative sample 𝑋𝑗

− from another 

window. Let their embeddings be 𝑧𝑖 , 𝑧𝑖
+, 𝑧𝑗

−. 

Similarity: 

sim(𝑧𝑎 , 𝑧𝑏) =
𝑧𝑎
⊤𝑧𝑏

∥ 𝑧𝑎 ∥ ∥ 𝑧𝑏 ∥
 

Then InfoNCE-style loss: 

ℒcon = −∑log

𝑁

𝑖=1

exp(sim(𝑧𝑖 , 𝑧𝑖
+)/𝜅)

exp(sim(𝑧𝑖 , 𝑧𝑖
+)/𝜅) + ∑ exp𝑗≠𝑖 (sim(𝑧𝑖 , 𝑧𝑗

−)/𝜅)
 

where 𝜅 is temperature. 

E4. Total self-supervised objective 

ℒSSL = 𝜆1ℒpred + 𝜆2ℒrec + 𝜆3ℒcon 

A. Advances in Self-Supervised Learning for Compliance 

In large organizations with global, highly regulated operations such as global data center management, compliance with 
relevant standards and policies is complex and continuous. Compliance activities demand significant resources, but often 
deliver little value to affected business stakeholders. Moreover, when compliance activities are carried out, they are not 
infallible, as evident from incidents involving both public and private cloud service providers. Compliance-control 
functions need therefore to be approached and deployed as monitoring processes that continuously detect a potential lack 
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of compliance rather than as infrequent control activities. Such a paradigm shift enables the intelligent automation of 
compliance monitoring through the application of suitable anomaly-detection techniques. 

The imposition of a monitoring approach entails a much-higher data cadence than in the traditional monitoring-control 
paradigm. Control functions operate at a low frequency (e.g. annual audits). In contrast, monitoring functions require 
change-detection processes operating at the highest suitable frequency. Only a small time window needs to be monitored, 
which makes the deployment of the monitoring functions at the edge or at a local level highly beneficial. Despite the clear 
differences, these two types of compliance activities share many characteristics, especially when applying data science and 
machine learning techniques. Data resources annotated with security labels or business-type data management (e.g. identity 
and file-access records) can easily be exploited to prove that predefined access-control considerations are not violated or 
are even satisfied by some margin. 

 

Fig 6: Monitoring Paradigm: High Cadence 

B. Cross-Domain Transfer and Adaptation 

Cross-domain transfer learning offers a powerful framework for solving problems that lack domain-specific labeled 
data. The model is first trained on an auxiliary domain where a labeled set is available, and the learned long-range temporal 
structures in the data sequence are then adapted to a target domain for which only target domain unlabeled data are 
available. Time-series-based anomaly detection performs similar long-range temporal pattern preservation during anomaly 
detection. In the context of multivariate time-series anomaly detection problems, however, the time-series label space is 
usually not shared between the auxiliary domain and the target domain, and construction of such a cross-domain time-
series label space is extremely costly and usually impractical because only a few labels are often available for the majority 
of the time period considered. 

A novel framework for cross-domain adaptation of multivariate time-series anomaly detection models is proposed. It 
utilizes self-supervised domain-invariant representation learning capabilities of contrastive predictive coding to address 
the aforementioned issue. Toward this end, an unlabeled auxiliary domain with all time-series and an unlabeled target 
domain with only a subset of time-series are considered. An auxiliary domain contrastive predictive coding task is 
constructed to pretrain the temporal predictive capacity of the multivariate continuous representation model using the 
unlabeled auxiliary domain, and the pretrained model is subsequently adapted to the target domain. The proposed 
framework is tested with simulated time-series data from two sources in the Operation Technology domain of a hybrid 
cloud setting. 

XIII. CONCLUSION 

Increasing power demand and regulatory compliance considerations are necessary for a novel continuous compliance 
framework using a new Deep Learning (DL)-based representation learning model. One continuous supervision requirement 
is for appropriate self-supervision methods for pretraining deep networks that require no labeled training data. 
Representation Learning can serve this purpose for many types of input data. A proposed representation learning model 
can discover suitable features at the various levels of representation from complex data such as multi-variate time series 
produced by critical infrastructures. A focus on detecting anomalies can automate and simplify the task of monitoring 
compliance with energy and sustainability metrics using sensor data produced by data center cooling systems. 

Data Center (DC) Cooling is powered by electrical energy and inefficient operation can have a major negative impact. 
Detecting temperature anomalies in DC Cooling operation can improve efficiency by preventing undue damage from Cold 
Aisle Breach or Hot Aisle Breach or by correcting cooling systems that are acting inefficiently (Cold Aisle not cooling or 
Hot Aisle not preventing heating). Such automatic detection with Minimal False Positives is critical given the large number 
of DCs globally. Deep Learning-based Vision Models using Mixed Self-supervision have helped addressing these 
computer vision problems. Such models can potentially also be applied to detect complex multi-modal physical or cyber-
attacks that violate security and access control policies. 
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